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1. Abstract 

The design of a Quantum Internet Network Stack is reported in three attached papers. A brief summary and their contribution in this 

context is summarised. 

2. Keyword list 

Quantum Internet, Quantum Networks, Link Layer, quantum communication 

3. Acronyms & Abbreviations 

EGP Entanglement Generation Protocol 

MHP Midpoint Heralding Protocol 

QNP Quantum Network Protocol 

MPLS Multi-Protocol Label Switching 
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4. Introduction 

The design of a Quantum Internet Network Stack is reported in the three attached papers. A brief summary and their contribution 

in this context is summarised below. Although it is not part of this deliverable, it is worth noting that we are currently in the process 

of integrating a software implementation of the network stack on the NV nodes developed in QIA in D1.3.  
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5. A Link Layer Protocol for Quantum Networks (Appendix 1) 

Proceedings of the ACM Special Interest Group on Data Communication. 2019. 159-173. 

In this paper we introduce the quantum network stack (Fig. 1) which is 

inspired by the classical TCP/IP network stack. The network stack 

separates different layers of abstraction and allows one to build a 

complex network system by building on top of the services provided by 

the lower layers. 

This paper also introduces and evaluates a link layer (Entanglement 

Generation Protocol – EGP) and physical layer (Midpoint Heralding 

Protocol – MHP) protocol which satisfy the requirements of the first two layers of the network stack proposed and are the first step 

towards the design of a quantum network stack, and thus, functional quantum network systems. 

 

6. Designing a Quantum Network Protocol (Appendix 2) 

Proceedings of the 16th International Conference on emerging Networking EXperiments and Technologies. 2020. 

This paper proposes and evaluates a network layer protocol (Quantum Network Protocol – QNP) which satisfies the requirements 

of the network layer of the quantum network stack proposed in the previous paper. It builds upon the link and physical layers proposed 

in the previous paper to connect them via entanglement swapping into a long-distance, end-to-end entanglement generation service. 

It introduces the concept of quantum virtual circuits and is designed to be a building block for more complex quantum network 

services much like MPLS (Multi-Protocol Label Switching) protocol is for classical networks. 

7. An Architecture for Meeting Quality-of-Service 

Requirements in Multi-User Quantum Networks (Appendix 

3) 

Manuscript, publication pending the filing of a patent application 

This paper builds upon the network stack proposed and developed in the previous two papers and puts forward a network architecture 

capable of meeting end-to-end quality of service requirements for entanglement generation in a multi-user network. It forms a crucial 

step  towards a functional network (near-term and long-term) by addressing questions that go beyond the physical process of 

entanglement generation and that require coordination between multiple quantum network nodes and protocols. 

 

Figure 1: The Quantum Network Stack 
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8. Note on the transport layer 

Through our work on the protocol stack and application development in the QIA project we have concluded that the transport layer, 

as originally proposed, is not currently necessary. Its functionality is better either directly included in the application above or in the 

network layer below. However, it may be that a transport layer becomes necessary in the future.  
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9. Appendix 
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ABSTRACT

Quantum communication brings radically new capabilities that are
provably impossible to attain in any classical network. Here, we
take the "rst step from a physics experiment to a quantum internet
system. We propose a functional allocation of a quantum network
stack, and construct the "rst physical and link layer protocols that
turn ad-hoc physics experiments producing heralded entanglement
between quantum processors into a well-de"ned and robust service.
This lays the groundwork for designing and implementing scalable
control and application protocols in platform-independent software.
To design our protocol, we identify use cases, as well as fundamen-
tal and technological design considerations of quantum network
hardware, illustrated by considering the state-of-the-art quantum
processor platform available to us (Nitrogen-Vacancy (NV) centers
in diamond). Using a purpose built discrete-event simulator for
quantum networks, we examine the robustness and performance
of our protocol using extensive simulations on a supercomputing
cluster. We perform a full implementation of our protocol in our
simulator, where we successfully validate the physical simulation
model against data gathered from the NV hardware. We "rst ob-
serve that our protocol is robust even in a regime of exaggerated
losses of classical control messages with only little impact on the
performance of the system. We proceed to study the performance
of our protocols for 169 distinct simulation scenarios, including
trade-o#s between traditional performancemetrics such as through-
put, and the quality of entanglement. Finally, we initiate the study
of quantum network scheduling strategies to optimize protocol
performance for di#erent use cases.

CCS CONCEPTS

• Networks → Network protocol design; Link-layer proto-

cols; • Hardware → Quantum communication and cryptog-

raphy; • Computer systems organization → Quantum com-

puting;
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Figure 1: Entanglement enables long-distance quantum

communication: (a) once two qubits (purple/dark) are con-

!rmed to be entangled (threaded links between qubits), a

data qubit (yellow/light) can be sent deterministically using

teleportation [11], consuming the entangled pair; (b) long-

distance entanglement can be built from shorter segments:

If node A is entangled with B (repeater), and B with C, then

B can perform entanglement swapping [96] to create long-

distance entanglement between the qubits at A and C.
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1 INTRODUCTION

Quantum communication enables the transmission of quantum
bits (qubits) in order to achieve novel capabilities that are provably
impossible using classical communication. As with any radically
new technology, it is hard to predict all uses of a future Quantum
Internet [54, 90], but several major applications have already been
identi"ed depending on the stage of quantum network develop-
ment [90]. These range from cryptography [10, 37], sensing and
metrology [41, 55], distributed systems [9, 33], to secure quantum
cloud computing [19, 24].

Qubits are fundamentally di#erent from classical bits, which
brings signi"cant challenges both to the physical implementation
of quantum networks, as well as the design of quantum network
architectures. Qubits cannot be copied, ruling out signal ampli"ca-
tion or repetition to overcome transmission losses to bridge great
distances. Two qubits can share a special relation known as entan-
glement, even if these two qubits are stored at distant network nodes.
Such entanglement is central not only to enable novel applications,
but also provides a means to realize a quantum repeater, which
enables quantum communication over long-distances (Figure 1).

At present, short-lived entanglement has been produced proba-
bilistically over short distances (≈ 100 km) on the ground by sending
photons over standard telecom "ber (see e.g. [36, 49]), as well as

∗The "rst two authors contributed equally to this work.
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from space over 1203 km from a satellite [93]. Such systems can
allow the realization of applications in the prepare-and-measure
stage [90] of quantum networks on point-to-point links, i.e. the
stage in where end nodes can only prepare and measure single
qubits. However, they cannot by themselves be concatenated to
allow the transmission of qubits over longer distances. Using such
technology, secure communication links have been realized over
short distances on the ground, individually or in chains of trusted
nodes [90] - see e.g. [4, 38, 92]). In a chain of trusted nodes, a sepa-
rate key is produced between each pair of nodes along the chain,
and hence compromising any of those nodes leads to a break in
security. Importantly, trusted nodes do not enable the end-to-end
transmission of qubits.

In order to enable long-distance quantum communication and
the execution of complex quantum applications, we would like to
produce long-lived entanglement between two quantum nodes that
are capable of storing and manipulating qubits. To do so e%ciently
(Section 3.1), we need to con"rm entanglement generation by per-
forming heralded entanglement generation. This means that there
is a heralding signal that can be sent to the two nodes to indicate
that entanglement has been successfully generated. The genera-
tion of a speci"c entangled pair is not heralded by default, since
it requires the ability to generate such a signal without collapsing
the quantum state of the entangled qubits (see e.g. Section 4.4 for a
method that achieves this).

The current world distance record for producing heralded en-
tanglement is 1.3 km, which has been achieved using a solid state
platform known as Nitrogen-Vacancy (NV) centers in diamond [44].
Intuitively, this platform is a few qubit (as of now 8 [15]) quantum
computer capable of executing arbitrary quantum gates and mea-
surements, with an optical interface to connect to other nodes for
entanglement generation. Key capabilities of the NV platform have
already been demonstrated, including qubit lifetimes of 1.46 s [1],
entanglement production faster than it is lost [47], and sending
qubits over entanglement using deterministic quantum teleporta-
tion [68]. Other hardware platforms exist that are identical on an
abstract level (quantum computer with an optical interface), and
on which heralded long-lived entanglement generation has been
demonstrated (e.g. Ion Traps [61], and Neutral Atoms [45]). The-
oretical proposals and early stage demonstrations of individual
components also exists for other physical platforms (e.g. quantum
dots [32], rare earth ion-doped crystals [84], atomic gases [25, 50],
and superconducting qubits [65]), but their performance is not yet
good enough to generate entanglement faster than it is lost.

Up to now, the generation of long-lived entanglement has been
the domain of highly sophisticated, but arguably ad-hoc physics ex-
periments. We are now on the verge of seeing early stage quantum
networks becoming a reality, entering a new phase of development
which will require a joint e!ort across physics, computer science
and engineering to overcome the many challenges in scaling such
networks. In this paper, we take the "rst step from a physics exper-
iment to a fully-&edged quantum communication system.

Design considerations and use cases: We identify general
design considerations for quantum networks based on fundamental
properties of entanglement, and technological limitations of near-
term quantum hardware, illustrated with the example of our NV

Physical

Link

Network

Transport

Application

Attempt entanglement generation

Robust entanglement generation

Long distance entanglement

Qubit transmission

Figure 2: Functional allocation in a quantum network stack.

Entanglement forms an inherent connection already at the

physical layer, which contrasts with classical networking

where shared state is typically only established at much

higher layers.

platform. For the "rst time, we identify systematic use cases, and
employ them to guide the design of our stack and protocols.

Functional allocation quantumnetwork stack:We propose
a functional allocation of a quantum network stack, and de"ne the
service desired from its link layer to satisfy use case requirements
and design considerations. In analogy to classical networking, the
quantum link layer is responsible for producing entanglement be-
tween two nodes that share a direct physical connection (e.g. optical
"ber).

First physical and link layer entanglement generationpro-

tocols: We proceed to construct the world’s "rst physical and
link layer protocols for a quantum network stack that turn ad-hoc
physics experiments producing heralded entanglement into a well
de"ned service. This lays the groundwork for designing and imple-
menting control and application protocols in platform-independent
software in order to build and scale quantum networks. At the
physical layer, we focus primarily on the quantum hardware avail-
able to us (NV platform), but the same protocol could be realized
directly using Ion Traps or Neutral Atoms, as well as—with minor
changes—other means of producing physical entanglement [76].
Our link layer protocol takes into account the intricacies of the NV
platform, but is in itself already platform independent.

Simulation validated against quantum hardware: Using a
purpose built discrete-event simulator for quantum networks, we
examine the robustness and performance of our protocol usingmore
than 169 scenarios totaling 94244 h wall time and 707 h simulated
time on a supercomputing cluster. To this end, we perform a com-
plete implementation of our protocols and let them use simulated
quantum hardware and communication links. To illustrate their
performance, we consider two concrete short and long-distance
scenarios based on the NV platform: (1) Lab where the nodesA and
B are 2m apart. Since this setup has already been realized, we can
use it to compare the performance of the entanglement generation
implemented on real quantum hardware against the simulation
to validate its physical model, and (2) a planned implementation
of QL2020 where A and B are in two Dutch cities separated by
≈25 km over telecom "ber. Next to investigating trade-o#s between
traditional performance metrics (e.g. throughput or latency) and
genuinely quantum ones ("delity, Section 4.2), we take a "rst step
in examining di#erent quantum network scheduling strategies to
optimize performance for di#erent use cases.

2 RELATEDWORK

At present there is no quantum network stack connected to quan-
tum hardware, no link layer protocols have been de"ned to produce
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long-lived entanglement, and no quantum networks capable of end-
to-end qubit transmission or entanglement production have been
realized (see [90] and references therein). Also, we are not aware of
any other systematic investigation on use cases informing require-
ments for such an architecture.

A functional allocation of a stack for quantum repeaters and pro-
tocols controlling entanglement distillation (a process of correcting
errors in entanglement) has been outlined in [5, 86, 88, 89], which
is complementary to this work. This is very useful to ultimately
realize entanglement distillation, even though no complete control
protocols or connection to a hardware system were yet given. We
remark that here we do not draw layers from speci"c protocols
like entanglement distillation, but focus on the service that these
layers should provide (a layer protocol may of course choose distil-
lation as a means to realize requirements). An outline of a quantum
network stack was also put forward in [69], including an appeal-
ing high level quantum information theory protocol transforming
multi-partite entanglement. However, this high level protocol does
not yet consider failure modes, hardware imperfections, nor the
requirements on entanglement generation protocols and the impact
of classical control. Plans to realize the physical layer of a quantum
network from a systems view were put forward in [58], however
development has taken a di#erent route.

In the domain of single-use point-to-point links for quantum
key distribution (QKD), software has been developed for trusted
repeater networks [90] to make use of such key in e.g. VoIP [56].
However, these do not allow end-to-end transmission of qubits
or generation of entanglement, and rely on trust in the interme-
diary nodes who can eavesdrop on the communication. Control
using software de"ned networks (SDN) to assist trusted repeater
nodes has been proposed, e.g. [2, 94]. These QKD-centric protocols
however do not address control problems in true quantum net-
works aimed at end-to-end delivery of qubits, and the generation
of long-lived entanglement.

In contrast, classical networking knows a vast literature on de-
signing and analyzing network protocols. Some ideas can indeed
be borrowed from classical networking such as scheduling meth-
ods, but fundamental properties of quantum entanglement, as well
as technological considerations of quantum hardware capabilities
(Section 4.5) call for new protocols and methods of network control
and management. Naturally, there is a continuous &ow of systems
papers proposing new networking architectures, e.g. for SDN [16],
data center networks [43], content delivery networks [22] or cloud
computing [95], to name a few. Yet, we are unaware of any system-
level papers proposing a quantum network stack including proto-
cols for concrete hardware implementations.

3 DESIGN CONSIDERATIONS FOR QUANTUM
NETWORK ARCHITECTURES

We "rst discuss design considerations of quantum networks them-
selves, followed by considerations speci"c to the quantum physical
and link layers (Section 4). These can be roughly subdivided into
three categories: (i) fundamental considerations due to quantum
entanglement, (ii) technological limitations of near-term quantum
hardware, and (iii) requirements of quantum protocols themselves.

3.1 Qubits and Entanglement

We focus on properties of entanglement as relevant for usage and
control (see Appendix, and [67, 87]). Teleportation [11] allows en-
tanglement to be used to send qubits (see Figure 1). We will hence
also call two entangled qubits an entangled link or entangled pair.
Teleportation consumes the entangled link, and requires two addi-
tional classical bits to be transmitted per qubit teleported. Already
at the level of qubit transmission we hence observe the need for a
close integration between quantum and classical communication.
Speci"cally, we will need to match quantum data stored in quantum
devices with classical control information that is sent over a sepa-
rate physical medium, akin to optical control plane architectures
for classical optical networks [81]. To create long-distance entan-
glement, we can "rst attempt to produce short-distance entangled
links, and then connect them to form longer distance ones [18, 62]
via an operation known as entanglement swapping (see Figure 1).
This procedure can be used iteratively to create entanglement along
long chains, where we remark that the swapping operations can in
principle be performed in parallel. From a resource perspective, we
note that to store entanglement, both nodes need to store one qubit
per entangled link. Proposals for enabling quantum communication
by forward communication using quantum error correction also ex-
ist, which avoid entanglement swapping [63]. However, these have
arguably much more stringent requirements in terms of hardware,
putting them in a technologically more distant future: they require
the ability to create entangled states consisting of a large number of
photons (only ten realized today [40]) and densely placed repeater
stations performing near perfect operations [64].

Producing heralded entanglement does however allow long-
distance quantum communication without the need to create entan-
glement consisting of many qubits. Here, the heralding signal (see
Figure 3) provides a con"rmation that an entanglement generation
attempt has succeeded. Such heralding - i.e. con"rmed entangle-
ment - allows techniques using entanglement swapping to enable
long-distance quantum communication without exponential over-
heads [18], and without the need for more complex resources [8, 20].
Creating long-distance links between two controllable nodes by
means of entanglement swapping (Section 3.2), and executing com-
plex applications requires both nodes to know the state of their
entangled links (which qubits belong to which entangled link, and
who holds the other qubit of the entangled pair). As illustrated in
Figure 1, remote nodes ("B" in the "gure) can change the state of
such entangled links ("A" and "C" in the "gure). Entanglement is
an inherently connected element already at the lowest physical
level, whereas classical communication typically proceeds by for-
ward communication that does not require information at both the
sender and receiver to be used.

3.2 Quantum Network Devices

We focus on a high level summary of devices in a quantum network
without delving into detailed physics (formore details, see [6, 76, 90]
and Section 4.4). Qubits can be sent optically through standard tele-
com "ber using a variety of possible encodings, such as polariza-
tion [10, 60], time-bin [17], or absence and presence of a photon [20].
Such qubits can be emitted from quantum nodes [12, 13, 75], but
in principle also transferred [52, 66, 75] from "ber into the node’s
local quantum memory. Present day quantum memories have very
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Figure 3: Heralded entanglement generation on the NV plat-

form. (a) NV centers are point defects in diamond with

an electronic spin as a communication qubit (purple) and

carbon-13 nuclear spins as memory qubits (yellow), real-

ized in custom chips (b). (c) A trigger produces entangle-

ment between the communication qubits of A and B (di-

amonds) and two qubits (photons) traveling over !ber to

the heralding station H . H measures the photons by observ-

ing clicks in the left or right detector giving the heralding

signal s: [failure] (none or both click), [success,��Ψ
+
〉

] (left

clicks), [success,��Ψ
−〉] (right clicks). Success con!rms one of

two types of entangled pairs ��Ψ
+
〉

or ��Ψ
−〉 (wiggly purple line).

H sends s to A and B (not pictured).

limited lifetimes, making it highly desirable to avoid the exchange
of additional control information before the entanglement can be
used.

We distinguish two classes of quantum nodes. One, whichwewill
call a controllable quantum node, o#ers the possibility to perform
controllable quantum operations as well as storing qubits. Speci"-
cally, these nodes enable decision making, e.g. which nodes to con-
nect by entanglement swapping. Such nodes can act as quantum
repeaters and decision making routers in the network (e.g. NV plat-
form or other quantum memories combined with auxiliary optics),
and—if they support the execution of gates and measurements—
function as end nodes [90] on which we run applications (e.g. NV
centers in diamond or Ion Traps). Others, which we call automated

quantum nodes, are typically only timing controlled, i.e. they per-
form the same pre-programmed action in each time step. Such nodes
can also support a limited set of quantum operations and measure-
ments, but only those necessary to perform their pre-programmed
tasks. Automated nodes are still very useful, for example, to estab-
lish entanglement along a chain of quantum repeaters performing
the entanglement swapping operations [18, 62] (see again Figure 1).
In Section 4.4 we give a concrete example of such a timing controlled
element.

3.3 Use Cases

We distinguish "ve use cases of the stack: one related to producing
long-distance entanglement, and four that come from application
demands. Since no quantum network has been realized to date, we
cannot gain insights from actual usage behavior. Instead we must
resort to properties of application protocols known today. Looking
into the future, we desire &exibility to serve all use cases, including
supporting multiple applications at the same time.

Measure Directly (MD) Use Case: The "rst application use case
comes from application protocols that produce many (≥ 104) pairs
of entangled qubits sequentially, where both qubits are immediately
measured to produce classical correlations. As such, no quantum
memory is needed to store the entanglement and it is not neces-
sary to produce all entangled pairs at the same time. It follows that
applications making use of this use case may tolerate &uctuating
delays in entanglement generation. Additionally, it is not essential
to deliver error free correlations obtained from entanglement to the
application. Such applications will thus already anticipate error &uc-
tuation across the many pairs. This contrasts with classical network-
ing where errors are often corrected before the application layer. Ex-
amples of such applications are QKD [37], secure identi"cation [31]
and other two-party cryptographic protocols [3, 21, 30, 72, 91] at the
prepare-and-measure network stage [90], and device-independent
protocols at the entanglement network stage [90].

Create and Keep (CK) Use Case: The second application use case
stems from protocols that require genuine entanglement, possibly
even multiple entangled pairs to exist simultaneously. Here, we may
wish to perform joint operations on multiple qubits, and perform
quantum gates that depend on back and forth communication be-
tween two nodes while keeping the qubits in local quantum storage.
While more applications can be realized with more qubits, this use
case di#ers substantially in that we want to create relatively few
(even just one) entangled pairs, but want to store this entanglement.
Since we typically want these pairs to be available at the same time,
and memory lifetimes are short, we want to avoid delay between
producing consecutive pairs, which is super"cially similar to con-
straints in real time classical tra%c. Also for CK, many applications
can perform well with noisy entangled links and the amount of
noise forms a performance metric ("delity, Section 4.2). Examples
of such protocols lie in the domain of sensing [41], metrology [55],
and distributed systems [9, 33] which are in the quantum memory
network stage and above [90].

Remote State Preparation (RSP) Use Case: For certain application
protocols (for example, secure delegated quantum computation [19,
24]), an interpolation between the CK and MD use case can be
considered. Here, one of the two qubits is immediately measured
as in the MD use case, but the other is stored as in the CK use case.
Due to the similarity to the CK use case, we will only distinguish
the RSP case in the appendix.

Send Qubit (SQ) Use Case: While many application protocols
known to date consume entanglement itself, some—such as dis-
tributed quantum computing applications—ask for the transmission
of (unknown) qubits. This can be realized using teleportation over
any distance as long as entanglement is con"rmed between the
sender and the receiver. For the quantum link layer, this again does
not di#er from CK, where we want to produce one entangled pair
per qubit to be sent.

Network Layer (NL) Use Case: In analogy to the classical notion
of a link layer, we take the quantum link layer to refer to producing
entanglement between neighboring nodes (see Section 3.4). The net-
work layer will be responsible for producing entanglement between
more distant ones. While usage behavior of quantum networks is
unknown, it is expected (due to technological limitations) that rout-
ing decisions, i.e. how to form long-distance links from pairwise
links, will not be entirely dynamic. One potential approach would
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be to "rst determine a path, and reserve it for some amount of
time such that pairwise entanglement can be produced. Producing
pairwise entanglement concurrently enables simultaneous entan-
glement swapping along the entire path with minimal delay to
combat limited memory lifetimes. For this, the network layer needs
to be capable of prioritizing entanglement production between
neighboring nodes.

3.4 Network Stack

Based on these considerations, we propose an initial functional
allocation of a quantum network stack (see Figure 2). In analogy to
classical networking, we refer to the lowest element of the stack as
the physical layer. This layer is realized by the actual quantum hard-
ware devices and physical connections such as "bers. We take the
physical layer to contain no decision making elements and keep no
state about the production of entanglement (or the transmissions of
qubits). The hardware at the physical layer is responsible for timing
synchronization and other synchronization, such as laser phase
stabilization [47], required to make attempts to produce heralded
entanglement (Section 4.4). A typical realization of the physical
layer involves two controllable quantum nodes, linked by an (chain
of) automated quantum node that attempt entanglement production
in well-de"ned time slots.

The task of the quantum link layer is then to turn the physical
layer making entanglement attempts into a robust entanglement
generation service, that can produce entanglement between con-
trollable quantum nodes connected by an (chain of) automated
quantum node. Requests can be made by higher layers to the link
layer to produce entanglement, where robust means that the link
layer endows the physical system with additional guarantees: a
request for entanglement generation will (eventually) be ful"lled
or result in a time-out. This can be achieved by instructing the
physical layer to perform many attempts to produce entanglement
until success.

Built on top of the link layer rests the network layer, which
is responsible for producing long-distance entanglement between
nodes that are neither connected directly, nor connected by a chain
of automated quantum nodes at the physical layer. This may be
achieved by means of entanglement swapping, using the link layer
to generate entanglement between neighboring controllable nodes.
In addition, it contains an entanglement manager that keeps track
of entanglement in the network, and which may choose to pre-
generate entanglement to service later requests from higher layers.
It is possible that the network layer and entanglement manager
may eventually be separated.

To assist the SQ use case, a transport layer takes responsibility
for transmitting qubits deterministically (e.g. using teleportation).
One may question why this warrants a separate layer, rather than
a library. Use of a dedicated layer allows two nodes to pre-share
entanglement that is used as applications of the system demand it.
Here, entanglement is not assigned to one speci"c application (pur-
pose ID, Section 4.1.1). This potentially increases the throughput of
qubit transmission via teleportation, as teleportation requires no ad-
ditional connection negotiation, but only forward communication
from a sender to the receiver. Implementing such functionality in a
library would incur delays in application behavior as entanglement

would need to be generated on-demand rather than supplying it
from pre-allocated resources.

4 DESIGN CONSIDERATIONS FOR QUANTUM
LINK LAYER

4.1 Desired Service

The link layer o#ers a robust entanglement creation service between
a pair of controllable quantum nodes A and B that are connected
by a quantum link, which may include automated nodes along the
way. This service allows higher layers to operate independently of
the underlying hardware platform, depending only on high-level
parameters capturing the hardware capabilities.
4.1.1 Requesting entanglement. Our use cases bring speci"c re-
quirements for such a service. Entanglement creation can be initi-
ated at either A or B by a CREATE request from the higher layer
with parameters: (1) Remote node with whom entanglement gener-
ation is desired if the node is connected directly to multiple others.
(2) Type of request - create and keep (K), create and measure (M),
and remote state preparation (R). The "rst type of request (K) stores
entanglement, addressing the use cases CK and NL (see Section
3.3). The second (M) leads to immediate measurement, supporting
the use case MD. The reason for distinguishing these two scenar-
ios is twofold: "rst, we will show later (Section 4.4) that a higher
throughput can for some implementations be achieved for M than
for K on the same system. Second, simple photonic quantum hard-
ware without a quantum memory and sophisticated processing
capabilities [77] only supports the M mode of operation. In R, a
measurement is performed only at one node. Since it behaves like K,
wewill only expand upon R in the appendix. (3)Number of entangled

pairs to be created. Allowing the higher layer to request several pairs
at once can increase throughput by avoiding additional processing
delays due to increased inter-layer communication (as compared
to classical networks [57, Table 2]). It also helps the CK use case
where an application actually needs several pairs concurrently. (4)
Atomic is a &ag that indicates that the request should be satis"ed
as a whole without interruption by other requests. (5) Consecutive
is a &ag indicating an OK is returned for each pair made for a re-
quest (typical for NL use case). Otherwise, an OK is sent only when
the entire request is completed (more common in application use
cases). (6)Waiting time, tmax (and time units) can be used to indi-
cate the maximum time that the higher layer is willing to wait for
completion of the request. This allows a general timeout to be set,
and enables the NL and CK use case to specify strict requirements
since the requested pairs may no longer be desirable if they are
delivered too late. (7) A purpose ID can be speci"ed which allows
the higher layer to tag the entanglement for a speci"c purpose.
For an application use case, this purpose ID may be considered
analogous to a port number found in the TCP/IP stack. Including it
in the CREATE request allows both nodes to immediately provide
the entanglement to the right application and proceed processing
without incurring further communication delays. Reducing any
additional communication overhead is necessary due to the noisy
nature of quantum devices. A purpose ID is also useful to identify
entanglement created by the NL use case for a speci"c long-distance
path. We envision that an entanglement manager who may decide
to pre-generate entanglement would use a special tag to indicate
“ownership“ of the requested pairs. For the NL use case for example,
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if the entanglement request does not correspond to a pre-agreed
path, then the remote node may refuse to engage in entanglement
generation. Finally, because quantum resources are scarce, a pur-
pose ID enables rejection of requests from remote nodes based on
scheduling or security policies.(8) A priority that may be used by
a scheduler. Here we use only three priorities in our simulations
(use cases NL, MD and CK), but we remark that in the future more
"ne grained priorities may "nd use. For now, were merely provi-
sion space for such information for tra%c engineering purposes. (9)
Random basis choice to be used for measurements in MD requests.
May be used to specify measurements bases that are uniformly
sampled from by the local and remote nodes from a set of basis
commonly used in QKD (see Appendix). (10) Measurement basis for
the local and remote nodes should one desire all measurements be
performed in a "xed basis. Default is a measurement in the standard
basis. Other bases may be speci"ed in terms of rotations around the
Bloch sphere axes of a qubit (see appendix). (11) Finally, we allow a
speci"cation of a purely quantum parameter (see Appendix), the
desired minimum "delity, Fmin, of the entanglement [67]. Here, it is
su%cient to note that the "delity 0 ≤ F ≤ 1 measures the quality
of entanglement, where a higher value of F means higher entan-
glement quality. The ideal target state has F = 1, while F ≥ 1/2 is
often desirable [46]. Higher "delity implies lower quantum bit error
rate (QBER), which captures the probability that measurements on
the entangled state deviate from the ideal outcomes (see Appendix).
The reason for allowing di#erent Fmin instead of "xing one for each
hardware platform is that the same platform can be used to pro-
duce higher or lower "delity pairs, where a higher "delity pair costs
more time to prepare. An example of this is the use of entanglement
distillation [35, 53] where two lower quality pairs are combined
into one higher quality one. Another is the choice of bright state
population α (see Section 4.4), which can be chosen to trade-o#
"delity and throughput. In practice, the necessary minimum "delity
required to execute either long distance entanglement generation
or application protocols may be obtained by the requirements for
the successful operation of said protocols, and di#ers signi"cantly
across protocols. Such minimum "delity requirements are typi-
cally concluded from an analytical or numerical analysis of such
protocols, and are not yet known for many proposed application
protocols.
4.1.2 Response to entanglement requests. If entanglement has been
produced successfully, an OK message should be returned. In ad-
dition, the use cases speci"ed in Section 3.3 desire several other
pieces of information, which may also be tracked at higher layer: (1)
An entanglement identi"er EntID unique in the network during the
lifetime of the entanglement. This allows both nodes to immediately
process the entanglement without requiring an additional round of
communication degrading the entanglement due to limited mem-
ory lifetimes. (2) A qubit ID for K-type (create and keep) requests
which identi"es where the local qubit is in the quantum memory
device. (3) The “Goodness“ G, which for K requests is an estimate
(see Appendix) of the "delity — whereG ≥ Fmin should hold — and
for M an estimate of the QBER (see Appendix). (4) The measure-
ment outcome for M type requests. (5) The time of entanglement
creation. (6) The time the goodness parameter was established. The
goodness may later be updated given "xed information about the
underlying hardware platform. Explicit OK messages from the link

layer are desired for several reasons which derive from the task
of the link layer to turn low probability generation at the physical
layer into a robust service: First, before an entanglement swapping
or other operation may be performed by the network layer we need
to know entanglement has been produced. Second, applications
demand knowledge of entanglement identi"ers or measurement
outcomes to proceed successfully.

Evidently, there are many possibilities of failure resulting in the
return of error messages. This includes: (1) Timeout when a request
could not be ful"lled in a speci"c time frame (TIMEOUT). (2) An
immediate rejection of the request because the requested "delity is
not achievable in the given time frame (UNSUPP). (3) The quantum
storage is permanently (MEMEXCEEDED) or temporarily (OUT-
OFMEM) too small to simultaneously store all pairs of an atomic
request. (4) Refusal by the remote node to participate (DENIED).

Finally, we allow an EXPIRE message to be sent, indicating that
the entanglement is no longer available. This in principle can be indi-
cated by a quantum memory manager (see Appendix, Section 5.2.2)
instead of the protocol, but we will show that this allows for recov-
ery from unlikely failures.

4.1.3 Fixed hardware parameters. Not included in these request
or response messages are parameters that are "xed for the speci"c
hardware platform, or change only very infrequently. As such,
these may be obtained by the higher-level software by querying the
low level system periodically, similarly to some classical network
architectures (e.g. [59]). Such parameters include: (1) The number
of available qubits. (2) The qubit memory lifetimes. (3) Possible
quantum operations. (4) Attainable "delities and generation time.
(5) The class of states that are produced. The latter refers to the fact
that more information about that state than just the "delity allows
optimization at layers above the link layer.

4.2 Performance Metrics

Before designing any protocols that adhere to these requirements,
we consider the performance metrics that such protocols may wish
to optimize. Standard metrics from networking also apply here,
such as throughput (entangled pairs/s), and the latency. We distin-
guish between: (1) Latency per request (time between submission
of a CREATE request and its successful completion at a requesting
node). (2) Latency per pair (time between CREATE and OK at re-
questing node). (3) Latency per request divided by the number of
requested pairs (which we denote as the scaled latency). Given that
requests may originate at both A and B, we also demand fairness,
i.e., the metrics should be roughly independent of the origin of
the request. Here, we also care about genuinely quantum quality
metrics, speci"cally the "delity F (at least Fmin).

The non-quantum reader may wonder about the signi"cance of
F , and why we do not simply maximize throughput (e.g. [16, 80]) or
minimize latency (e.g. [22, 34]). For instance, QKD (a MD use case
as listed in Section 3.3), requires a minimum quantum bit error rate
(QBER) between measurement outcomes at A and B (related to F ,
see Appendix). A lower F results in a larger QBER, allowing less key
to be produced per pair. We may thus achieve a higher throughput,
but a lower number of key bits per second, or key generation may
become impossible.
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4.3 Error Detection

Link layer protocols for classical communication typically aim to
correct or detect errors, e.g. using a CRC. In principle, there exists
an exact analogy at the quantum level: We could use a checksum
provided by a quantum error correcting code (QECC) [67, 83] to
detect errors. This is technologically challenging and experimental
implementations of QECC are in very early stages [26, 27, 74]: to
use a QECC for information traveling 5̃km, we would need to create
highly entangled quantum states of many qubits, combined with
quantum operations of extremely high precision [7]. Yet, apart from
technological limitations, future quantum link layer protocols may
not use quantum checksums due to di#erent use case requirements.
We typically only demand some minimum "delity Fmin with high
con"dence that may also &uctuate slightly for pairs producedwithin
a time window. That is, the applications do not expect all errors to
be corrected for them.

As we thus allow imperfect pairs to be delivered to an appli-
cation, we instead use a di#erent mechanism: we intersperse test
rounds during entanglement generation (for details, see Appendix)
to verify the quality of the link, by estimating the "delity of the gen-
erated entanglement. Such test rounds are easy to produce without
the need for complex gates or extra qubits. Evidently, there exists an
exact analogy in the classical networking world, where we would
transmit test bits to measure the current quality of transmission,
e.g. a direct analogy to network pro"ling [59] to gain con"dence
that the non-test bits are also likely to be transmitted with roughly
the same amount of error. Yet, there we typically care about cor-
rectness of a speci"c data item, rather than an enabling resource
like entanglement.

4.4 Physical Entanglement Generation

Let us now explain how heralded entanglement generation is ac-
tually performed between two controllable nodes A and B (see
Appendix for details). As an example, we focus on the hardware
platform available to us (NV in diamond, Figure 3), but analogous
implementations have been performed using remote Ion Traps [61]
and Neutral Atoms [45].

In all cases (NV, Ion Trap, Neutral Atom, and others), process-
ing nodes A and B are few-qubit quantum computers, capable of
storing and manipulating qubits. They are connected to an interme-
diate station called the heralding station H over optical "bers. This
station is a much simpler automated node, built only from linear
optical elements. Each node can have two types of qubits: mem-

ory qubits as a local memory, and communication qubits with an
optical interface, that can be entangled with a photon. To produce
entanglement, a time synchronized trigger is used at both A and B
to create entanglement between each communication qubit, and
a corresponding traveling qubit (photon). These photons are sent
fromA and B toH over "ber. When both arrive atH ,H performs an
automatic entanglement swapping operation which succeeds with
some probability. Since H has no quantum memory, both photons
must arrive at H at the same time to succeed. Success or failure is
then transmitted back from H to the nodes A and B over a standard
classical channel (e.g. 100Base-T). In the case of success, one of
several entangled states may be produced, which can however be
converted to one other using local quantum gates at A or B. The
heralding signal is used to indicate which state was produced. After

a generation attempt, the communication qubit may be moved to a
memory qubit, in order to free the communication qubit to produce
the next entangled pair. Many parameters in&uence the success and
quality of this process, such as the quality of the qubits themselves,
the probability of emission of a photon given a trigger signal, losses
in "ber, and quality of the optical elements such as detectors used
at H (Figure 3).

To understand this process in more detail, consider the NV plat-
form (Figure 3) (see e.g. [47] for details on this process, and [23] for
an overview of the NV platform in general). Two di#erent schemes
for producing entanglement have been implemented, that di#er
in how the qubits are encoded into photons (time-bin [8], or pres-
ence/absence of a photon [20]). While physically di#erent, both of
these schemes "t into the framework of our physical and link layer
protocols.

To evaluate the performance of the protocol (Section 6) and pro-
vide intuition of timings, we compare to data from the setup [47]
which uses presence/absence of a photon as encoding. A microwave
pulse prepares the communication qubit depending on a parameter
α , followed by a laser pulse to trigger photon emission (total du-
ration 5.5µs). A pair (��Ψ

+
〉

or ��Ψ
−〉) is successfully produced with

"delity F ≈ 1 − α with probability psucc ≈ 2αpdet, where pdet ≪ 1

is, given that a photon was emitted, the probability of heralding
success. The parameter α thus allows a trade-o# between the rate
of generation (psucc), and the quality metric F . Other factors that
impact the "delity are memory decoherence, detector dark-counts,
phase instabiliy, losses, imperfect operations and more (see Appen-
dix). For K type requests, we may store the pair in the communi-
cation qubit, or move to a memory qubit (gate duration 1040µs for
the qubit considered). The quality of this qubit degrades as we wait
for H to reply. For M type requests, we may choose to measure
immediately before receiving a reply (here readout takes 3.7µs).
Important is the time of an attempt ta!empt (time preparing the com-
munication qubit until receiving a reply from H , and completion of
any post-processing such as moving to memory), and the maximum
attempt rate ra!empt (maximum number of attempts that can be
performed per second not including waiting for a reply from H or
post-processing). The rate ra!empt can be larger than 1/ta!empt: (1)
for M the communication qubit is measured before receiving the
reply from H and thus allows for multiple attempts to overlap and
(2) for K, if the reply from H is failure, then no move to memory is
done.

For performance evaluation we consider two physical setups as
an example (see Appendix) with additional parameters hereafter re-
ferred to as the Lab scenario and the QL2020 scenario. The Lab sce-
nario already realized [47] with 1m distance to the station from both
A and B (communication delay to H negligible), psucc ≈ α · 10−3 (F
vs. α , Figure 8). ForM requests, we act the same for Lab andQL2020
and always measure immediately before parsing the response from
H to ease comparison (thus ta!empt = 1/ra!empt = 10.12 µs which
includes electron readout 3.7 µs, photon emission 5.5 µs and a 10
% extra delay to avoid race conditions). For K requests in Lab,
ta!empt = 1045 µs but 1/ra!empt ≈ 11 µs as memory qubits need
to be periodically initialized (330 µs every 3500 µs). The QL2020
scenario has not been realized and is based on a targeted implemen-
tation connecting two Dutch cities by the end of 2020 (≈ 10km from
A to H with a communication delay of 48.4µs in "ber, and ≈ 15km
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from B to H with a 72.6µs delay). Frequency conversion of 637nm
to 1588nm needs to be performed on the photons emitted in our
modeled NV center, where "ber losses at 1588nm are taken to be
0.5 dB/km (values for deployed QL2020 are 0.43-0.47 db/km). We as-
sume the use of optical cavities to enhance photon emission [14, 73]
giving a probability of success psucc ≈ α · 10−3. F is worse due to
increased communication times from H . For QL2020, ta!empt = 145

µs for M (trigger, wait for reply fromH ) and ta!empt = 1185 µs for K
(trigger, wait for reply from H , swap to carbon). Maximum attempt
rates are 1/ra!empt = 10.120 µs (M) and 1/ra!empt ≈ 165 µs (K).

4.5 Hardware Considerations

Quantum hardware imposes design considerations for any link
layer protocol based on top of such experiments for generating
entanglement.

Trigger generation: Entanglement can only be produced if both
photons arrive at the heralding station at the same time. This means
that the low level system requires tight timing control; such control
(ns scale) is also required to keep the local qubits stable. This im-
poses hard real time constraints at the lowest level, with dedicated
timing control (AWG) and software running on a dedicated micro-
controller (Adwin ProII). We expect that a physical layer protocol
built on heralded entanglement without the use of additional quan-
tum memories would operate over distances up to 100km. As such,
providing timing synchronization at the required level may be done
using existing techniques such as White Rabbit [78]. Timing con-
straints to perform entanglement swapping over larger distances
at higher layers, or using automated nodes with memories are less
stringent. When considering a functional allocation between the
physical and link layer in the quantum network stack, this moti-
vates taking all timing synchronization to happen at the physical
layer. At this layer, we may then also timestamp classical messages
traveling to and from H , to form an association between classical
control information and entangled pairs.

Scheduling and #ow control: Consequently, we make the link
layer responsible for all higher level logic, including scheduling,
while keeping the physical layer as simple as possible. An example
of scheduling other than priorities, is &ow control which controls
the speed of generation, depending on the availability of memory
on the remote node to store such entanglement.

Note that depending on the number of communication qubits,
and parallelism of quantum operations that the platforms allows, a
node also needs a global scheduler for the entire system and not
only the actions of the link layer.

Noise due to generation: One may wonder why one does not
continuously trigger entanglement generation locally whenever
the node wants a pair, or why one does not continuously produce
pairs and then this entanglement is either discarded or otherwise
made directly available. In the NV system, triggering entanglement
generation causes the memory qubits to degrade faster [51, 71]. As
such we would like to achieve agreement between nodes to avoid
triggering unless entanglement it is indeed desired.

This consideration also yields a security risk: if an attacker could
trick a node into triggering entanglement generation, without a
matching request on the other side, this would allow a rapid de-
struction of contents of the nodes’ local quantum memory. For this

reason, we want classical communication to be authenticated which
can be achieved using standard methods.

Memory allocation: Decisions on which qubits to use for what
purpose lies in the domain of higher level logic, where more in-
formation is available. We let such decisions be taken by a global
quantum memory manager (QMM), which can assist the link layer
to make a decision on which qubits to employ. It can also translate
logical qubit IDs into physical qubit IDs in case multiple qubits are
used to redundantly form one logical storage qubit.

5 PROTOCOLS

We now present our protocols satisfying the requirements and
considerations set forth in Sections 3 and 4. The entanglement
generation protocol (QEGP) at the link layer, uses the midpoint
heralding protocol (MHP) at the physical layer. Classical communi-
cation is authenticated, and made reliable using standard methods
(e.g. 802.1AE [48], authentication only).

5.1 Physical Layer MHP

Our MHP is a lightweight protocol built directly on top of phys-
ical implementations of the form of Section 4.4, supplementing
them with some additional control information. With minor mod-
i"cations this MHP can be adapted to other forms of heralded
entanglement generation between controllable nodes, even using
multiple automated middle nodes [42].

The MHP is meant to be implemented directly at the lowest level
subject to tight timing constraints. Protocol execution is divided into
time slots, which are synchronized between the two neighboring
nodes (Section 4.4). In each time slot, the MHP polls the higher layer
(Figure 4, the link layer QEGP) to determine whether entanglement
generation is required in this slot. A batched operation is possible,
should the delay incurred by the polling exceed the minimum time
to make one entanglement generation attempt - the MHP cycle -
and hence dominate the throughput. MHP keeps no other state.
Upon polling, the higher layer may respond “no“ in which case
no attempt to produce entanglement will be made or with “yes“,
additionally providing parameters to use in the attempt. These
parameters include the type of request (M, measure) or (K, store)
passed on from the higher layer, for which the MHP takes the
following actions.

5.1.1 Protocol for Create and Keep (K). The parameters given to
the MHP with a “yes“ response contain the following: (1) An ID
for the attempt that is forwarded to H , (2) Generation parameters
(α , Section 4.4), (3) The device qubits for storing the entanglement,
(4) A sequence of operations to perform on the device memory 1.
The higher layer may instruct the MHP to perform a gate on the
communication qubit depending on the heralding signal from H al-
lowing the conversion from the |Ψ−〉 state to the |Ψ+〉 state, before
returning completion to the higher layer. Entanglement generation
is then triggered at the start of the next time interval, using the
generation parameter α , and a GEN message is sent to H which
includes a timestamp, and the given ID. The motivation for includ-
ing the ID is to protect against errors in the classical control, for
example losses.

1Less abstractly, by specifying microwave and laser pulse sequences controlling
the chip (see Appendix).
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trigger?

y/n, info
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Figure 4: Timeline of the MHP polling higher layers to see

if entanglement should be produced.

The station H uses the timestamp to link the message to a detec-
tion window in which the accompanying photons arrived. Should
messages from both nodes arrive, the midpoint veri"es that the IDs
transmitted with the GEN messages match, and checks the detec-
tion counts (Figure 3) from the corresponding detection window.
The midpoint will then send a REPLY message indicating success or
failure, and in the case of success, which of the two states, ��Ψ

+
〉

and
�
�Ψ
−〉, was produced. The REPLY additionally contains a sequence

number uniquely identifying the generated pair of entangled qubits
chosen by H , which later enables the QEGP to assign unique en-
tanglement identi"ers. This REPLY and the ID is forwarded to the
link layer for post-processing. Note that the REPLY may be re-
ceived many MHP cycles later, allowing the potential for emission
multiplexing (Section 5.2).

5.1.2 Protocol for Create and Measure (M). Handling M type re-
quests is very similar, di#ering only in two ways: Instead of per-
forming a gate on the communication qubit, the “yes“ message
requests the MHP to perform a measurement on the communica-
tion qubit in a speci"ed basis once the photon has been emitted,
even before receiving the response from H . The outcome of the
measurement and the REPLY are passed back to the QEGP. In prac-
tice, the communication time from transmitting a GEN message
to receiving a REPLY may currently exceed the duration of such
a local measurement (3.7 µs vs. communication delay Lab 9.7 ns,
and QL2020 145 µs). The MHP may thus choose to perform the
measurement immediately (communication delay exceeds measure-
ment delay), or only after receiving the response (measurement
delay exceeds communication delay).

5.2 Link Layer QEGP

Here we present an implementation of a link layer protocol, dubbed
QEGP (quantum entanglement generation protocol), satisfying the
service requirements put forth in Section 4 (see Appendix for details
and message formats). We build up this protocol from di#erent
components:

5.2.1 Distributed !eue. Both nodes that wish to establish en-
tangled link(s) must trigger their MHP devices in a coordinated
fashion (Section 4.4). To achieve such agreement, the QEGP em-
ploys a distributed queue comprised of synchronized local queues
at the controllable nodes. These local queues can be used to separate
requests based on priority, where here we employ 3 queues for the
di#erent use cases (CK, NL, MD). Due to low errors in classical com-
munication (estimated < 4× 10−8 on QL2020, see Appendix), we let
one node hold the master copy of the queue, and use a simple two-
way handshake for enqueing items, and a windowing mechanism
to ensure fairness. Queue items include amin_time that speci"es
the earliest possible time a request is deemed ready for processing
by both nodes (depending on their distance). Specifyingmin_time

prevents either node from beginning entanglement generation in
di#erent timesteps. We note that while the distributed queue re-
quires timing synchronization for such functionality, the timing
constraints are looser than those found at the physical layer. Hence,
su%cient synchronization may be obtained by piggy-backing on
the mechanisms used at the physical layer, or by using PTP [79].

One may wonder why we employ a distributed queue to coordi-
nate entanglement rather than utilizing classical discussion after
entanglement has been generated. Recall from Section 4.5 that the
memory lifetimes of qubits are very short. By agreeing on coordina-
tion in advance, we reduce the amount of noise introduced into the
qubits before they are used by applications. An alternative design
choice worthwhile exploring would be to employ the heralding
midpoint as the master of the distributed queue. Such a construc-
tion may allow coordination of entanglement generation between
several endnodes connected to a common midpoint station.

5.2.2 !antum Memory Management (QMM). The QEGP uses the
node’s QMM (Section 4.5) to determine which physical qubits to
use for generating or storing entanglement.

5.2.3 Fidelity Estimation Unit (FEU). In order to provide informa-
tion about the quality of entanglement, the QEGP employs a "delity
estimation unit. This unit is given a desired quality parameter Fmin,
and returns generation parameters (such as α ) along with an es-
timated minimal completion time. Such a "delity estimate can be
calculated based on known hardware capabilities such as the qual-
ity of the memory and operations. To further improve this base
estimate the QEGP intersperses test rounds.

5.2.4 Physical Translation Unit (PTU). The link layer protocol pro-
cesses CREATE requests in a hardware-independent manner. To
resolve physical gate instructions that must be provided to the
MHP and underlying platform, a physical translation unit that con-
verts hardware-independent instruction descriptions into hardware-
dependent instructions is used. For example, the PTU may convert
the Euler decomposition of a single-qubit gate or a pair of physical
qubit ids for a two-qubit gate (such as moving the state of one to the
other) into a sequence of physical instructions that should be issued
to the hardware below. This unit also converts entanglement gener-
ation parameters like α supplied by the FEU into the corresponding
physical instruction (here, a speci"c microwave pulse).

5.2.5 Scheduler. The QEGP scheduler decides which request in the
queue should be served next. In principle, any scheduling strategy
is suitable as long as it is deterministic, ensuring that both nodes
select the same request locally. This limits two-way communica-
tion, which adversely a#ects entanglement quality due to limited
memory lifetimes.

5.2.6 Protocol. Figure 5 presents an architecture diagram visual-
izing the operation. The protocol begins when a higher layer at a
controllable node issues a CREATE operation to the QEGP specify-
ing a desired number of entangled pairs along with Fmin and tmax

(Section 4.1.1). Upon receipt of a request the QEGP will query the
FEU to obtain hardware parameters (α ), and a minimum completion
time (depending on α ). If this time is larger than tmax, the QEGP
immediately rejects the request (UNSUPP). Should the request pass
this evaluation, the local node will compute a "tting min_time

specifying the earliest MHP polling cycle the request may begin
processing. The node then adds the request into the distributed
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Figure 5: Flow diagram of the MHP and QEGP operation.

The QEGP handles CREATE requests and schedules entan-

glement generation attempts are issued to the MHP. Replies

from the midpoint are parsed and forwarded to the QEGP

from request management.

queue shared by the nodes. This request may be rejected by the
peer should the remote node have queue rules that do not accept
the speci"ed purpose ID. Then, the QEGP locally rejects the request
(DENIED).

The local scheduler selects the next request to be processed,
given that there exists a ready one (as indicated bymin_time). The
QMM is then used to allocate qubits needed to ful"ll the speci"ed
request type (create and keep K or create and measure M). The
QEGP will then again ask the FEU to obtain a current parameter α
due to possible &uctuations in hardware parameters during the time
spent in the queue. The scheduler then constructs a “yes” response
to the MHP containing α from the FEU, along with an ID containing
the unique queue ID of the request in the distributed queue, and
number of pairs already produced for the request. This response is
then forwarded to the local MHP upon its next poll to the QEGP. If
no request is ready for processing, a “no” response is returned to the
MHP . At this point the MHP behaves as described in the previous
section and an attempt at generating entanglement is made.

Whenever a REPLY and ID is received from the MHP, the QEGP
uses the ID to match the REPLY to an outstanding request, and eval-
uates the REPLY for correctness. Should the attempt be successful,
the number of outstanding pairs in the request is decremented, and
an OK message is propagated to higher layers containing the infor-
mation speci"ed in Section 4.1.2, where the Goodness is obtained
from the FEU.

In the Appendix, we consider a number of examples to illustrate
decisions and possible pitfalls in the QEGP. One such example is the
possibility of emission multiplexing [85]: The QEGP can be polled
by the MHP before receiving a response from the MHP for the
previous cycle. This allows the choice to attempt entanglement
generation multiple times in succession before receiving a reply
from the midpoint, e.g., in order to increase the throughput for the
MD use case. Errors such as losses on the classical control link can
lead to an inconsistency of state (of the distributed queue) at A and
B from which we need to recover. Inconsistencies can also a#ect
the higher layer, e.g. with node A issuing an OK to higher layer,
but not node B. Since the probability of e.g. losses is extremely low,
we choose not to perform additional two-way discussion to further
curb all inconsistencies at the link layer. Instead, the QEGP can
issue an EXPIRE message for an OK already issued if inconsistency

is detected later, e.g. when the remote node never received an OK
for this pair.

6 EVALUATION

We investigate the performance of our link layer protocol using
a purpose built discrete event simulator for quantum networks
(NetSquid [70], Python/C++) based on DynAA [39] (see Appen-
dix for details and more simulation results). Both the MHP and
QEGP are implemented in full in Python, running on simulated
nodes that have simulated versions of the quantum hardware com-
ponents, "ber connections, etc. All simulations were performed on
the supercomputer Cartesius at SURFsara [82], in a total of 2578
separate runs using a total of 94244 core hours, and 707 hours time
in the simulation (∼250 billion MHP cycles). One simulated sec-
ond currently takes about two core minutes on average, since in
each entanglement generation attempt (every 10.12 µs for type MD)
multiple events are scheduled and handled and the 16 × 16-matrix
representing the state of the two photons and electrons is updated
based on multiple sources of noise and gate operations. The code
used for the simulation can be found at [28] and complete data
at [29].

We conduct the following simulation runs:

• Long runs: To study robustness of our protocol, we simulate
the 169 scenarios described below for an extended period
of time. Each scenario was simulated twice for 120 wall
time hours, simulating 502 − 13437 seconds. We present and
analyze the data from these runs in sections 6.1, 6.2 and the
Appendix.
• Short runs: We perform the following simulations for a
shorter period of time (24 wall time hours, reaching 67−2356
simulated seconds):
– Performance trade-o#s: To study the trade-o# between
latency, throughput and "delity we sweep the incoming
request frequency and the requested minimum "delity,
see Figure 6.

– Metric &uctuations: To be able to study the impact of dif-
ferent scheduling strategies on the performance metrics,
we run 4 scenarios, 102 times each. The outcomes of theses
simulation runs are discussed in section 6.3.

To explore the performance at both short and long distances, the
underlying hardware model is based on the Lab and QL2020 sce-
narios, where we validate the physical modeling of the simulation
against data collected from the quantum hardware system of the
Lab scenario already realized (Figure 8). For the quantum reader we
note that while our simulations can also be used to predict behavior
of physical implementations (such as QL2020), the focus here is on
the performance and behavior of the link layer protocol.

We structure the evaluation along the three di#erent use cases
(NL, CK, MD), leading to a total of 169 di#erent simulation scenarios.
First, we use di#erent kinds of requests: (1) NL (K type request,
consecutive &ag, priority 1 (highest), store qubit in memory qubit),
(2) CK, an application asking for one or more long-lived pairs (K
type request, immediate return &ag, priority 2 (high), store qubit in
memory qubit) and (3) (MD) measuring directly (M type request,
consecutive &ag, priority 3 (lowest)). For an application such as
QKD, one would not set the immediate return &ag in practice for
e%ciency, but we do so here to ease comparison to the other two
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scenarios. Measurements inMD are performed in randomly chosen
bases X , Z and Y (see Appendix).

In each MHP cycle, we randomly issue a new CREATE request
for a random number of pairs k (max kmax), and random use case
P ∈ {NL,CK,MD} with probability fP · psucc/(E · k ), where psucc
is the probability of one attempt succeeding (Section 4.4), fP is a
fraction determining the load in our system of kind P , and E is the
expected number of MHP cycles to make one attempt (E = 1 for
MD and E ≈ 1.1 for NL/CK in Lab due to memory re-initialization
and post-processing. E ≈ 16 for NL/CK in QL2020 due to classical
communication delays with H (145µs)). In the long runs, we "rst
study single kinds of requests (only one of MD/CK/NL), with fP =

0.7 (Low), 0.99 (High) or 1.5 (Ultra). For the long runs, we "x one
target "delity Fmin = 0.64 to ease comparison. For each of the 3
kinds (MD/CK/NL), we examine (1) kmax = 1, (2) kmax = 3, and (3)
only for MD, kmax = 255. For Ultra the number of outstanding
requests intentionally grows until the queue is full (max 256), to
study an overload of our system. To study fairness, we take 3 cases
of CREATE origin for each single kind (MD/CK/NL) scenario: (1) all
from A (master of the distributed queue), (2) all from B, (3) A or B
are randomly chosen with equal probability. To examine scheduling,
we additionally consider long runs with mixed kinds of requests
(Appendix, e.g. Figure 7).

6.1 Robustness

To study robustness, we arti"cially increase the probability of losing
classical control messages (100 Base T on QL2020 "ber < 4 × 10−8

(see Appendix)), which can lead to an inconsistency of state of
the QEGP, but also higher layers (Section 5.2). We ramp up loss
probabilities up to 10−4 (see Appendix) and observe our recovery
mechanisms work to ensure stable execution in all cases (35 runs,
281 - 3973 s simulated time), with only small impact to the perfor-
mance parameters (maximum relative di#erences 2 to the case of no
losses, "delity (0.005), throughput (0.027), latency (0.629), number
of OKs (0.026) with no EXPIRE messages). We see a relatively large
di#erence for latency, which may however be due to latency not
reaching steady state during the simulation (70 × 70 core hours).

6.2 Performance Metrics

We "rst consider runs including only a single kind of request
(MD/CK/NL). In addition to the long runs, we conduct speci"c
short runs examining the trade-o# between latency and through-
put for "xed target "delity Fmin (Figure 6(a)), and the trade-o#
between latency (throughput) and the target "delity in Figure 6(b)
(Figure 6(c)). As described in section 4.4, the probability of success-
ful entanglement generation, and therefore throughput, is directly
proportional to one minus "delity of the generated pair.

Below we present the metrics extracted from the long runs with
single kinds of requests:

Fidelity: As a benchmark, we began by recording the average
"delity Favg in all 169 scenarios with "xed minimum "delity. We
observe that Favg is independent of the other metrics but does
depend on the distance, and whether we store or measure: 0.745 <
Favg < 0.757 (NL/CK Lab), 0.626 < Favg < 0.653 (NL/CK QL2020),
0.709 < Favg < 0.779 (MD Lab), 0.723 < Favg < 0.767 (MD QL2020)

2Relative di#erence betweenm1 andm2 is |m1 −m2 |/max( |m1 |, |m2 |)
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Figure 6: Performance trade-o"s. (a) Scaled latency vs. fP de-

termining fraction of throughput (b) Scaled latency vs. !-

delity Fmin . Demanding a higher Fmin lowers the probabil-

ity of success (Section 4.4), meaning (c) throughput directly

scaleswith Fmin (each point averaged over 40 short runs each

24 h, 93 − 2355 s simulated time, QL2020, kmax = 3, for (b,c)

fP = 0.99). Higher Fmin not possible for NL in (b).

(Fidelity MD extracted from QBER measurements, see Appendix).
This is to be expected since (1) we "x one Fmin and (2) we consider
an NV platform with only 1 available memory qubit so no change
in quality is observed by using di#erent memory qubits (Lab).

Throughput: All scenarios High and Ultra in Lab reach an
average throughput thavg (1/s) of 6.05 < thavg < 6.47 NL/CK and
6.51 < thavg < 7.09 for MD. It is expected that MD has higher
throughput, since no memory qubit needs to be initialized. The
time to move to memory (1040µs) is less signi"cant since many
MHP cycles are needed to produce one pair, but we only move
once. As expected for Low the throughput is slightly lower in all
cases, 4.44 < thavg < 4.72 NL/CK, and 4.86 < thavg < 5.22MD. For
QL2020, the throughput for NL/CK is about 14 times lower, since
we need to wait (145µs) for a reply from H before MHP can make a
new attempt.

Latency: The scaled latency highly depends on the incoming re-
quest frequency as the longer queue causes higher latency. However,
from running the same scenarios many (102) times for a shorter
period (24 wall time hours) (see Section 6.3), we see that the average
scaled latency &uctuates a lot, with a standard deviation of up to 6.6
s in some cases. For QL2020 with NL requests specifying 1-3 pairs
from both nodes, we observe an average scaled latency of 10.97
s Low, 142.9 s High and 521.5 s Ultra. For MD requests, 0.544 s
Low, 3.318 s High and 32.34 s Ultra. The longer scaled latency
for NL is largely due to longer time needed to create a pair, and not
that the queues are longer (average queue length for NL: 3.83 Low,
56.3 High, 214 Ultra), and for MD: 3.23 Low, 22.4 High and 219
Ultra).

Fairness: For 103 scenarios of the long runs (single kinds of re-
quests (MD/CK/NL) randomly from A and B), we see only slight
di#erences in "delity, throughput or latency between requests from
A and B. Maximum relative di#erences do not exceed: "delity 0.033,
throughput 0.100, latency 0.073, number of OKs 0.100 (for Ultra).

6.3 Scheduling

We take a "rst step studying the e#ect of scheduling strategies
on the performance when using mixed kinds of requests. Part of
simulating the performance of a scheduling strategies can certainly

169



SIGCOMM ’19, August 19–23, 2019, Beijing, China Dahlberg, Skrzypczyk, et al.

Figure 7: Request latency vs. time for two scheduling sce-

narios (long runs simulated 120 h wall time). As expected

the max. latency for NL is decreased due to strict prior-

ity. In this scenario, there are more incoming NL requests

(fNL = 0.99 · 4/5 , fCK = 0.99 · 1/5 and fMD = 0.99 · 1/5).
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Figure 8: Validation against data fromNVhardware (Lab sce-

nario). Fidelity (a) and probability an attempt succeeds (b)

in terms of α (Section 4.4) shows good agreement between

hardware and simulation points (each at least 300 pairs av-

eraged, 5s−117s simulated time, 500k−10.000k attempts, 122

hours wall time). Theoretical model [47] as visual guide

(solid line).

be done without implementing all details of the physical entan-
glement generation. However, since we do simulate these details
we can "rst con"rm that di#erent scheduling strategies below do
not a#ect the average "delity in these scenarios. Here, we examine
two simple scheduling strategies: (1) "rst-come-"rst-serve (FCFS)
and (2) a strategy where NL (priority 1) has a strict highest priority,
and use a weighted fair queue (WFQ) for CK (priority 2) and MD

(priority 3), where CK has 10 times the weight of MD. With these
scheduling strategies, we simulate two di#erent request patterns
((i) uniform and (ii) no NL more MD), 102 times over 24 wall time
hours each and extract the performance metrics of throughput and
scaled request latency (Table 1).

As expected we see a drastic decrease of the average scaled
latency for NL when giving it strict priority: 10.3 s with FCFS and
3.5 s with WFQ. For CK there is similarly a decrease in average
scaled latency, however smaller than for NL, of 10.1 s (FCFS) and 6.5

Table 1: Throughput (T) and scaled latency (SL) using sched-

uling strategies FCFS and WFQ for two request patterns: (i)

with fNL = fCK = fMD = 0.99 · 1/3, i.e. a uniform load of the

di"erent priorities and (ii) with fNL = 0, fCK = 0.99 · 1/5 and

fMD = 0.99 · 4/5, i.e. no NL and more MD. The physical setup:

QL2020 and number of pairs per request: 2 (NL), 2 (CK), and

10 (MD). Each value average over 102 short runs each 24 h,

with standard error in parentheses.

T (1/s) NL CK MD

(i) FCFS 0.146 (0.003) 0.144 (0.003) 2.464 (0.056)
(i) WFQ 0.154 (0.003) 0.156 (0.003) 2.130 (0.063)
(ii) FCFS - 0.086 (0.003) 5.912 (0.033)
(ii)WFQ - 0.096 (0.003) 5.829 (0.049)

SL (s) NL CK MD

(i) FCFS 10.272 (0.654) 10.063 (0.631) 1.740 (0.120)
(i) WFQ 3.520 (0.085) 6.548 (0.361) 4.331 (0.336)
(ii) FCFS - 5.659 (0.313) 0.935 (0.062)
(ii) WFQ - 2.503 (0.100) 1.194 (0.093)

s (WFQ). For MD the average scaled latency goes up in both cases
when using WFQ instead of FCFS, by factors of 2.49 (uniform) and
1.28 (no NL more MD).

We observe that the throughput gets less a#ected by the sched-
uling strategy than the latency for these scenarios. The maximal
di#erence between the throughput for FCFS andWFQ is by a factor
of 1.16 (for MD in the scenario of no NL and more MD). Further-
more, we see that the total throughput for all requests goes down
from 2.75 (5.99) 1/s for FCFS to 2.44 (5.92) 1/s for WFQ in the case
of uniform (no NL more MD).

7 CONCLUSION

Our top down inventory of design requirements, combined with a
bottom up approach based on actual quantum hardware allowed us
to take quantum networks a step further on the long path towards
their large-scale realization. Our work readies QL2020, and paves
the way towards the next step, a robust network layer control pro-
tocol. The link layer may now be used as a robust service without
detailed knowledge of the physics of the devices. Due to the rela-
tively small size of initial quantum networks, close attention was
paid to application use cases even at the link layer. We expect that in
the future, the network layer will have a similar interface to higher
layers as the link layer itself, and nodes internal to the network
will not run applications themselves. Scheduling strategies catering
to di#erent use cases may at this stage be applied primarily at the
network layer at the level of long-distance links, which are then
directly passed to applications running at the end nodes requesting
long-distance entanglement. We expect that at the network layer,
and when considering larger quantum memories, smart scheduling
strategies will be important not only to combat memory lifetimes
but also to coordinate actions of di#erent nodes in time, calling for
signi"cant e#ort in computer science and engineering.
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ABSTRACT

The second quantum revolution brings with it the promise of a quan-

tum internet. As the !rst quantum network hardware prototypes

near completion new challenges emerge. A functional network is

more than just the physical hardware, yet work on scalable quan-

tum network systems is in its infancy. In this paper we present a

quantum network protocol designed to enable end-to-end quantum

communication in the face of the new fundamental and technical

challenges brought by quantum mechanics. We develop a quantum

data plane protocol that enables end-to-end quantum communica-

tion and can serve as a building block for more complex services.

One of the key challenges in near-term quantum technology is

decoherence — the gradual decay of quantum information — which

imposes extremely stringent limits on storage times. Our protocol

is designed to be e"cient in the face of short quantum memory

lifetimes. We demonstrate this using a simulator for quantum net-

works and show that the protocol is able to deliver its service even

in the face of signi!cant losses due to decoherence. Finally, we

conclude by showing that the protocol remains functional on the

extremely resource limited hardware that is being developed today

underlining the timeliness of this work.

CCS CONCEPTS

• Networks → Network protocol design; Network layer pro-

tocols; •Hardware→Quantumcommunication and cryptog-

raphy.
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1 INTRODUCTION

The second quantum revolution is currently unfolding across the

scienti!c world [27]. It brings with it the promise of a quantum inter-

net, a global network capable of transmitting quantum data [54, 92].
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Figure 1: Quantum networks will use existing network in-

frastructure to exchange classicalmessages for the purposes

of running quantum protocols as well as the control and

management of the network itself. Long-distance links will

be built using chains of automated quantum repeaters.

Quantum networks will enhance non-quantum (classical) networks

(Fig. 1) and they will execute protocols that are provably impossible

to do classically or that are more e"cient than what is possible

classically. This new paradigm enables new possibilities such as

quantum secure communications [7, 32], distributed quantum com-

putation [21], secure quantum computing in the cloud [11, 34], clock

synchronisation [50], and quantum-enhanced measurement net-

works [36, 38]. This technology is developing rapidly with the !rst

inter-city network planned to go online in the next few years [4].

Quantum communication has been actively researched for many

years. Its most well-known application, quantum key distribution

(QKD) is a protocol used for secure communications [7, 32]. Short-

distance QKD networks are already being deployed and studied

in metropolitan environments (e.g. [64, 77, 81, 91]) and are even

commercially available (e.g. [26, 33, 36, 45]). Longer distance QKD

networks are currently possible provided all intermediate nodes are

trusted and physically secure [19, 74, 77, 78]. However, whilst these

nodes are capable of exchanging quantum bits (qubits) with their

neighbours, they are not capable of forwarding them (including

by means of entanglement swapping, a method explained later in

this paper). As a result such networks are unable to transmit qubits

end-to-end and thus do not o#er end-to-end security.

The next step is to enable long-distance end-to-end communi-

cation of qubits. There are three key challenges in realising this

objective: transmission losses, decoherence, and the no-cloning

theorem. Decoherence is the loss of quantum information due to

interactions with the environment and it limits the lifetime of quan-

tum memories. Typical memory lifetimes in quantum networking

hardware range from a few microseconds to just over a second [1]
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Figure 2: Functional allocation in a quantum network stack

fromRef. [22]. The structure is inspired by the TCP/IP stack.

though lifetimes of up to a minute have been observed in devices

disconnected from a network [8]. The no-cloning theorem states

that arbitrary quantum data cannot be copied. Therefore, it is impos-

sible to use standard techniques of ampli!cation or retransmission

to compensate for transmission or decoherence losses. Quantum

error-correcting techniques for quantum repeaters exist [35, 59, 60]

which eventually would be able to compensate for both types of

losses [61], but they are extremely demanding in terms of resources

and will likely not be feasible for a few more decades.

An alternative to directly transmitting qubits relies on distribut-

ing entangled pair states. Quantum entanglement is a special state

of two or more qubits in which the individual qubits cannot be

described independently of the others, in principle, across arbitrary

distances. It is the key ingredient for long-distance communica-

tion, because one can use an entangled pair of qubits to teleport

an arbitrary data qubit. This bypasses the problem of losses and

the no-cloning theorem, because the entangled pairs can easily

be regenerated when lost as they need only be delivered from a

small set of particular states called the Bell states. Furthermore, this

method overcomes transmission losses as long-range entanglement

can be created by “stitching” shorter-range pairs together through

a process called entanglement swapping [10] which means that it

is not necessary to transmit qubits directly along the entire path.

Entanglement generation between two directly connected nodes

with a quantum memory has been demonstrated at distances of up

to 1.3 km [41] and work is underway to build a three-node setup

and extend the inter-node distances to several kilometres [28, 83].

In this paper we design a quantum network protocol capable of

generating end-to-end entanglement marking the next step in the

development of long-distance quantum communication networks.

The starting point for our work is a recently proposed protocol

for generating link-level entanglement [22]. Going from link-level

entanglement to end-to-end entanglement is a signi!cant leap in

complexity as it requires many new mechanisms that do not exist

at the link level. In our protocol we develop solutions for: (i) coor-

dinating entanglement swapping between multiple nodes in order

to “stitch” link-level entanglement into long-range end-to-end en-

tanglement, (ii) reducing the amount of decoherence experienced

by qubits stored in quantum memory, (iii) compensating for qubits

lost due to decoherence, (iv) ensuring that the !nal entangled pair

is of su"cient quality to be useful in an application, and many

other problems. The result of our work is a quantum data plane

protocol capable of creating end-to-end entanglement thus enabling

long-distance quantum networks. In particular, our design focuses

on ensuring e"cient entanglement generation in the face of short

 !"#!$%&'&!"

()#*

Figure 3: Quantum repeaters create long-distance entangle-

ment by connecting short-distance entangled pairs. Initially

two entangled pairs each have one qubit in the memory of

the middle repeater. An entanglement swap is performed

on these qubits which destroys the entanglement of the two

pairs, but as a result the remote qubits become entangled.

memory lifetimes. At the same time we ensure scalability by design-

ing the protocol to be a building block for more complex quantum

network services rather than a complete all-in-one solution. Our

key research contributions are:

(1) We design a protocol for generating end-to-end entangled

pairs in the face of decoherence that ful!ls the role of a

quantum network layer.

(2) We outline the architecture for the construction of quantum

network services and design our protocol to ful!l the role of

the building block in this scheme.

(3) We evaluate the e#ectiveness of the proposed protocol against

decoherence in a quantum network simulator.

(4) We show that it remains functional on extremely limited

near-term hardware justifying its timeliness.

2 BACKGROUND AND MOTIVATION

Here, we provide the motivation and justify the timeliness of a

quantum network protocol. We only provide an introduction to

the quantum mechanical concepts necessary to understand the

protocol design. Nevertheless, quantum networks are not new in

literature and good introductions to the subject can be found in

Refs. [22, 54, 85, 88, 92].

2.1 Motivation

So far, the generation of long-lived entanglement has been the

domain of highly sophisticated physics experiments. However, real

deployments of quantum networks are around the corner with the

!rst inter-city network scheduled to go online within the next few

years [4]. Much essential work is being done to build quantum

hardware to make this possible [8, 58, 75, 83, 92] and we are now

entering a new phase of development where we need to learn how

to build quantum communication systems. Work in this !eld has

been slowly emerging over the last few years (see e.g. [13, 49, 57, 58,

76, 86]). Recently, a proposal for a quantum network stack inspired

by TCP/IP has been put forward (Fig. 2) along with a link layer

protocol that provides a robust entanglement generation service

between directly connected nodes [22]. Here, we go one level up this

network stack and achieve the next step in quantum connectivity, a

quantum network layer protocol capable of providing long distance

end-to-end entanglement between any pair of nodes in the network.
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2.2 Entanglement Swapping

In light of the the no-cloning theorem, decoherence, and transmis-

sion losses how can entangled qubits be practically distributed if

we cannot use ampli!cation or retransmissions? In 1998 Briegel et

al. [10] proposed a solution whereby quantum repeaters create long-

distance entanglement by connecting a string of short-distance en-

tangled pairs of qubits through a process called entanglement swap-

ping, shown in Fig. 3. Therefore, a practical scheme for distributing

entanglement may combine a scheme for generating short-distance

entangled pairs, such as a quantum link layer protocol [22] which

wraps the physical mechanism [43, 46, 68] for pair generation, with

entanglement swapping at quantum repeaters.

Despite the quantum nature of the underlying physical processes,

quantum networks will require classical connectivity between all

the quantum nodes as shown in Fig. 1 for the exchange of control

messages. Most notably, entanglement swapping as shown in Fig. 3

requires the middle node to send a message to at least one of the

other nodes for the entanglement to be useful1. Furthermore, just

like classical networks, quantum networks will need control and

management protocols which will also use the classical channels.

2.3 Fidelity and Decoherence

Next to standard measures like throughput and latency, a key pa-

rameter in a quantum network is a quantity called !delity [22].

Fidelity is a purely quantum metric with no classical equivalent.

Its value lies between 0 and 1 and it quanti!es the quality of the

state in terms of how “close” it is to the desired state (a !delity of 1

means it is in the desired state, a value below 0.5 means that the

state is no longer usable). It is important to note that unlike in clas-

sical networks where data must be delivered error-free, quantum

applications are able to operate with imperfect quantum states —

as long as the !delity is above an application-speci!c threshold (for

basic QKD the threshold !delity is about 0.8).

Decoherence is the gradual degradation of qubit quality over

time and will cause the !delity to decrease. Decoherence is one

of the key challenges in quantum networks as it puts extremely

stringent limits on how long qubits can be held in memory before

they need to be used. In current experimental hardware, these times

are of the order of fewmilliseconds [22, 43], but memories in similar

devices disconnected from a network have shown lifetimes of up

to one minute [8].

Quantum state !delity in a network is lost in several ways:

(P1) Short-range pairs generated on a link are imperfect.

(P2) Swapping imperfect pairs results in a pair of lower !delity

even if the physical operations are noiseless.

(P3) Imperfect implementations of quantum gates reduce !delity

whenever any qubit is processed.

(P4) Decoherence degrades a quantum state’s !delity while the

qubits are stored in memory.

Whilst the !delity of a short-distance pair generated on a link (P1)

is ultimately the property of the hardware, some implementations

are able to vary the !delity of the produced pairs though higher

1The entanglement swap results in one of four possible entangled states, but which
state is produced is fundamentally random. The node that performed the entanglement
swap will obtain two bits of information indicating which state was produced. Without
this information the remote nodes do not know what state they share rendering it
useless to any application.
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Figure 4: Local system components of a quantum node. The

quantum memory, processor, and network interface are all

one hardware component on current platforms. Local gate

and network operations are performed on qubits in the

main memory. Management and arbitration of local hard-

ware resources belong to local operating system compo-

nents such as a quantum task scheduler and a quantum

memory management unit.

!delities come at the cost of reduced rates [22]. The issue in (P2) is

a fundamental property of entanglement swapping and the only

way to ensure that the output state is su"ciently good is to feed

su"ciently high quality states into the swap. (P3) is similar, but can

also be addressed by improving the hardware which is out of scope

for a network protocol. Finally, decoherence (P4) can be addressed

at the protocol level by minimising the time qubits spend idling in

memory. Therefore, in our design we focus on addressing two key

questions: (i) how does the protocol know what !delity to request

on the individual links to ensure a su"ciently high end-to-end

!delity after all the operations complete, and more importantly

(ii) how to minimise decoherence by reducing the amount of time

qubits sit idly in memory.

2.4 Quantum Node Architecture

We!rst de!ne the high-level architecture of a quantum node, shown

in Fig. 4. The network stack is expected to be part of a local operating

system (OS). The stack is responsible for managing operations

relating to the generation of entangled pairs which it executes with

the help of local OS services.

Upon receiving an entanglement request (from an application or

an upstream node) the network stack will need to do two things: (i)

coordinate with neighbouring quantum nodes and (ii) issue local
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instructions to generate entangled link-pairs and perform entan-

glement swaps. The network stack coordinates with its neighbours

by exchanging classical messages (all nodes are connected classi-

cally, see Fig. 1). Just like in classical networks, certain tasks such

as path computation happen outside of the network stack itself.

These tasks are delegated to other protocols which communicate

their decisions to the local network stack by means of populating

relevant data plane structures. Additionally, the network stack will

have to issue instructions to the local quantum device in order to

generate link-pairs and perform entanglement swaps. In currently

available hardware, unlike in classical devices, there is no distinc-

tion between the processor and the network interface and they

both operate directly on qubits in the main memory. Though, in

general, they are not able to operate on any arbitrary qubit on the

device. The precise nature of these limitations strongly depends on

the hardware implementation, but at a high level the qubits are split

into communication qubits, those that can participate in networked

operations, and storage qubits, those that can store quantum infor-

mation but cannot be used for entanglement generation [22]. The

network stack relies on other OS components such as a quantum

task scheduler and a quantum memory manager for arbitrating

access to hardware.

3 THE QUANTUM NETWORK LAYER

3.1 Use Cases

Currently, no quantum networks exist so it is impossible to derive

any use cases based on real usage statistics. However, Ref. [22]

identi!es two categories of use cases that represent application

demands of quantum application protocols known to date: “measure

directly” and “create and keep”.

Measure directlyApplications in this category are characterised

by the fact that they consume the delivered pairs (by measuring

them) as soon as they are available and do not store them. There-

fore, they can tolerate $uctuations in the rate of delivery as the

qubits never sit idly in memory where they would decohere. This

use case is relevant for applications that use the entangled pairs

to produce stronger than classical correlations such as QKD [32],

secure identi!cation [23], other two-party cryptographic proto-

cols [3, 14, 24, 69, 93], and other applications in the prepare-and-

measure stage of quantum networks [92].

Create and keepApplications in this category are characterised

by their need for storage, possibly of multiple entangled pairs simul-

taneously. This use case is relevant for applications that may want

to send qubits deterministically (via teleportation), perform joint

operations on multiple qubits, or perform operations that depend

on back and forth communication with another node. Due to deco-

herence, these applications cannot tolerate large delays between

successive pairs. Examples of such applications include sensing [38],

metrology [50], and quantum distributed systems [6, 25].

3.2 Service Delivered to Higher Layers

Here, we explain the key aspects of the quantum network layer

service delivered to the higher layers.

Entangled pair identi!er Logically, the network delivers an

entangled pair. Physically, the network delivers one entangled qubit

to each of the two end-nodes. This means that the network must

track the entanglement swaps that connect the individual link-pairs

into a long-range pair such that at the end it can identify which

qubits at the end-nodes belong to the same pair. When delivering

the qubits, it provides this by means of an entangled pair identi!er.

Entangled pair state Entangled pairs come in four variants

called the Bell states. They are all equally usable, but the recipient

must know which one it has received. Due to the fundamental ran-

domness of quantum mechanics, the state of each pair produced

by entanglement swaps is not known a priori, but is revealed to

the swapping node upon the swap’s completion. The network must

collect these announcements, infer the state, and deliver this infor-

mation to the application.

Class of service: !delity States do not have to be perfect to be

usable as long as they are above an application-speci!c threshold.

Since more time is needed to produce better states, applications

can sacri!ce !delity in exchange for higher rates (or vice-versa).

Therefore, the user must specify a minimum !delity threshold, F ,

on each request. The network then attempts to deliver these states.

A strict guarantee is not required, because end-to-end quantum

security proofs do not rely on a trustworthy source of entanglement.

Class of service: time The application must be able to quantify

its desired !delity-vs-rate trade-o#, especially in light of the use

cases described in Sec. 3.1. For the “measure directly” use case,

the application can specify its requirement as either (i) N pairs by

deadline T or (ii) a rate of R pairs per unit time. For the “create and

keep” use case the application speci!es that it requires N pairs by

deadline T such that the last pair is delivered at most ∆t after the

!rst. In both cases T may be set to zero to indicate no deadline.

3.3 Network Layer Architecture

Delivering the full network layer service cannot be accomplished

with one protocol alone. Instead, we envisage a situation similar to

the one that exists in classical networks where a variety of di#erent

services are built from simpler building blocks such as the IP data-

gram or MPLS virtual circuits. In this paper, we propose a quantum

data plane protocol that aims to provide such a building block for

quantum networks. However, our protocol requires support from at

least two external services: a signalling protocol and a routing pro-

tocol. In this paper we only propose a quantum data plane protocol,

but we !rst outline the roles of the supporting protocols.

Routing protocol Before any end-to-end entangled pair can be

generated the optimal path must be determined. Just like in a clas-

sical network this is expected to be done by a separate routing pro-

tocol. However, routing in quantum networks is more complicated

because it must compute the paths not only based on path length,

cost, and throughput, but it must also take into account the desired

end-to-end !delity. Higher !delity paths will require links that can

produce higher !delity link-pairs and nodes with longer lasting

memories. Furthermore, higher !delity link-pairs require more time

to produce which must be taken into account when determining

available bandwidth. Routing algorithms for quantum networks

are an emerging !eld of study [12, 15, 16, 39, 40, 44, 56, 79, 80, 87].

Signalling Protocol Our protocol is connection-oriented. It re-

quires a !xed path, called a virtual circuit, to be established between

the end-nodes prior to its operation. Installing virtual circuits will

be the task of a signalling protocol. This is similar to how RSVP-TE
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is used to install MPLS virtual circuits in classical networks. How-

ever, allocating a path with su"cient resources is not enough. In

a quantum network the upstream and downstream links at each

node must generate their link-pairs su"ciently close in time that

they do not decohere before swapping. The routing component is

responsible for choosing a path based on available resources, but

does not decide how to use them. On the other hand, the quantum

data plane protocol’s worldview will be limited to that of a single

virtual circuit. We propose that the signalling protocol is best suited

to the task of schedule management. It is an open question how best

to perform scheduling at a quantum node [89, 90]. In early-stage

network this synchronisation will have to be very precise and may

need to allocate dedicated time bins to each circuit.

These protocols can be implemented in a distributed or cen-

tralised fashion. Researchers have considered both distributed [16]

as well as centralised routing protocols [12, 15, 56, 87] in quantum

networks. Our design does not assume either architecture.

3.4 Quantum Data Plane Protocol

In analogy to classical networks, where the task of delivering con-

nectivity once all state has been installed is the responsibility of a

data plane protocol, in this paper we propose a quantum data plane

protocol. We de!ne the quantum data plane protocol as the compo-

nent that is responsible for coordinating the generation of link-level

entanglement and the subsequent entanglement swapping along a

path between two distant nodes while minimising the losses due to

decoherence and compensating for the losses that do happen. The

focus of our work are mechanisms for the quantum data plane, that

is, local quantum operations and the classical messaging to coor-

dinate these operations. It is important to note that we do include

classical message exchange that is necessary to coordinate quantum

operations in the de!nition of the quantum data plane. However,

it is not within the quantum data plane’s domain to perform any

resource management, routing, or any other long-term state man-

agement. Therefore, in this work we will assume the existence of

suitable routing and signalling protocols and focus on de!ning what

information we expect them to provide to the quantum data plane.

This is in contrast to existing works on quantum routing which

focus on control plane aspects and algorithms while working with

an abstract model of the data plane. Nevertheless, the quantum data

plane protocol is expected to participate in policing and shaping of

the tra"c to meet the use case requirements outlined in Sec. 3.1.

We expect the such a protocol to have three tasks:

Link-pair generationmanagement To create a long-distance

pair, link-pairs must be !rst generated along the entire path. The

network layer is not expected to manage the physical process di-

rectly, but instead will rely on a link layer protocol [22] to deliver

these link-pairs as per the quantum network stack design shown

in Fig. 2. However, it is the network layer’s responsibility to man-

age the link layer service at each node along the path such that a

su"cient amount of link-pairs of suitable !delity are produced.

Entanglement swapping and tracking Once the link-pairs

are generated, the repeaters must perform entanglement swaps to

create long-distance entangled pairs. In addition to performing the

physical operation, the protocol must also track the swaps that were

involved in producing each end-to-end pair. This is done for two

Figure 5: The cumulative distribution function for the time

taken to generate a link-pair of !delity 0.95 over a 2 m long

!bre with the same hardware parameters as used in Sec. 5.

The y-axis denotes the fraction of pairs generated in less

than the time indicated on the x-axis.We see that on average

we have to wait 10 ms and that 95% of link-pairs are gener-

ated within 30 ms.

reasons (outlined in Sec. 3.2): to correctly identify which qubits that

belong to the same end-to-end pair and which Bell state they are in.

Therefore, the network protocol needs a mechanism to collect the

entanglement swap outcomes and deliver them to the end-nodes

so that the !nal Bell state of the end-to-end pair can be inferred

and delivered to the recipient.

Quality of service management Whilst the quantum data

plane protocol cannot guarantee the quality of service on its own,

it is expected to provide basic mechanisms that will allow the sup-

porting protocols to achieve this goal. This includes at least (i)

con!dence that the !delity is above the threshold, (ii) policing re-

quests by rejecting any that cannot be ful!lled, and (iii) shaping

tra"c by delaying requests that can be ful!lled later.

3.5 The Link Layer Service

The link layer protocol interacts with the physical layer and exposes

a meaningful link entanglement generation service to the network

layer. It is meaningful in the sense that it is responsible for batching

and multiplexing entanglement attempts across a link in order to

either deliver an entangled pair to the higher layer with suitable

identi!ers or notify it of failure. Since the probability of success on

each entanglement generation attempt is generally low, the link

layer is expected to include a retry mechanism to increase reliability.

Fig. 5 shows how long it takes to create a link-pair.

A single link layer request is simply an asynchronous request

made at one end of the link which returns entangled qubits at both

ends. Our network protocol requires four properties from the link

layer. (i) A link-unique request identi!er can be assigned to each link

layer request. This identi!er must accompany all qubits delivered

as part of this request at both ends — this allows the network

protocol to coordinate its own actions across a link (Purpose ID

in Ref. [22]). (ii) An identi!er must be assigned to each pair that

uniquely identi!es it within the particular link layer request —

the network layer needs this for entanglement tracking purposes

(Entanglement ID in Ref. [22]). (iii) The link layer must inform the

network layer which of the four Bell states the qubits are delivered

— this information is needed for entanglement tracking in order to

infer the !nal state of the end-to-end pair. (iv) The caller must be

able to specify relevant quality of service parameters: minimum

!delity and time restrictions — this allows the network protocol to

!ne-tune its own quality of service properties.
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4 QUANTUM NETWORK PROTOCOL

4.1 Protocol Design

Here, we present the main design aspects of our quantum data

plane network protocol, the Quantum Network Protocol (QNP). A

more detailed description is available online [52].

Principle of operation The QNP becomes operational once a

virtual circuit (VC) is installed into the network by the signalling

protocol using the path provided by the routing protocol. A VC is

de!ned as a !xed path between two end-nodes with the necessary

data plane state installed into the local network stack data struc-

tures. The circuit is directed with a head-end node at the upstream

end and a tail-end node at the downstream end. It is up to the

signalling protocol to determine which direction is upstream and

which is downstream. Whilst the entangled pairs are directionless

this distinction is used to give upstream nodes the right to initiate

pair-wise activities, such as link-pair generation.

The QNP starts when a request is received at the head-end node

(for simplicity we currently require the tail-end node to forward

user requests to the head-end node). This triggers a FORWARD

message sent downstream towards the tail-end node initiating link-

pair generation for this particular VC on each link along the path.

Once two link-pairs are generated at the same intermediate node,

one on the upstream and one on the downstream link, an entangle-

ment swap is immediately performed (without any further classical

communication). The swap outcomes are collected by two TRACK

messages, one going downstream and one upstream. Once the

TRACK messages reach the end-nodes the pair is delivered to the

application. Some applications can consume the qubits before the

TRACK messages arrive which we discuss later.

Virtual circuits The central property of our protocol is that

it is connection-oriented. That is, a connection, in the form of a

VC installed by the signalling protocol, must be established prior

to the QNP’s operation. This decision is driven by the fact that

link-pair generation and entanglement swapping are parallelisable.

Link-pairs themselves are completely independent of each other

until they are connected via an entanglement swap so they can all

be generated at the same time. Furthermore, the order in which

the entanglement swaps are executed also does not matter. VCs

enable parallelisation as they allow us to dedicate resources on

each link along the path for a particular end-to-end connection.

Since link-pair generation is not necessarily a fast process (rates

in laboratory setups are of the order of few tens of Hz [43]) this

is a signi!cant performance optimisation. Short memory lifetimes

further compound the bene!ts of parallelisation as it allows the

protocol to minimise the decoherence experienced by the qubits —

they will not have to wait as long for a matching qubit to become

available for swapping.

VCs are installed by the signalling protocol. It achieves this

in a similar manner to MPLS: by assigning a link-unique label,

called the link-label, to each link on the path of the circuit. The

network protocol then uses this label as its request identi!er when

issuing requests to the link layer service. Entanglement swaps are

performed as soon as pairs with labels for the same VC are available

on the upstream and downstream links.

It is worth noting some works [63, 80] on routing entanglement

in quantum networks assume a di#erent model for the quantum

data plane. Instead, they build upon an abstract model of the net-

work whereby some subset of (or all) links in the network attempt

to generate entanglement in pre-de!ned time slots. Swapping de-

cisions are then made by each node based on their knowledge of

global topology combined with information about which of the

nearby links succeeded in generating entanglement in that time

slot. These quantum data plane models show good performance

when used in conjunction with the aforementioned routing pro-

tocols. However, they rely on networks that are su"ciently big

that they are able to support multiple paths between the relevant

source and destination pairs which will not be the case for near-

term deployments. Our quantum data plane protocol does not have

this problem as it is designed to be operational on single paths.

However, as our protocol is inspired by MPLS VCs, generalising

it to multipath scenarios (for redundancy or bandwidth purposes)

will be straightforward at which point it may also be used with

multipath entanglement routing protocols.

Swap records As explained in Sec. 3.4 the protocol must track

the entanglement in addition to performing entanglement swaps.

That is, it must (i) correctly identify which qubits at the end-nodes

are part of the same entangled pair and (ii) collect all the entan-

glement swap results to infer the !nal Bell state of the end-to-end

pair. For this reason, as soon as an entanglement swap completes,

a temporary swap record is logged at the node. This record must

contain the following information: (i) the link-unique identi!ers

(Entanglement ID) for the two pairs involved in the swap and (ii)

the two-bit output of the entanglement swap. Provided the Bell

states of the input pairs are known, the two-bit output uniquely

identi!es the Bell state of the output pair which now spans between

the two remote qubits of the two input pairs (see Fig. 3).

Lazy entanglement tracking The swap records generated af-

ter every entanglement swap must be collected and sent to the

end-nodes so that they can deliver the end-to-end pair with the

correct identi!er and Bell state information. The QNP achieves this

by sending an entanglement tracking message (TRACK) from the

head-end to the tail-end along the VC which collects the records

at each node it visits, waiting if a swap has not completed yet. A

similar message is sent in the reverse direction so that the head-end

can also receive this information.

An individual swap record is su"cient to identify the Bell state

of the output entangled pair provided the input Bell states are

known. The problem is that in a VC with multiple intermediate

nodes where the ordering of the entanglement swaps is not de!ned,

the swapping nodes do not actually know what the input states are

(as other swaps along the VC may have already happened changing

the state of the input pairs) so they are unable to infer the output

state from their swap record on their own. However, we do not

need the swapping nodes to know this information — it is only

needed at the end-nodes. The TRACK messages collect the swap

records one by one from one end-node all the way to the other end-

node. As the ordering of the entanglement swaps does not matter,

logically, a TRACK message can be thought of as reconstructing

the !nal entangled pair state as if the swaps happened in the order

it collects these swap records. In this context, the TRACK message

e#ectively carries information about the input state for the next

swap. When it collects a new swap record, it uses the two-bit swap

outcome contained within to infer the new input state for the swap
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at the next node. When it reaches the !nal end-node this “next

input state” is actually the !nal entangled pair state. This logical

picture works for TRACK messages in both directions (upstream

and downstream) as the ordering of swaps does not matter.

We call this lazy entanglement tracking, because the protocol

does not keep track of any of the intermediate pairs created through-

out the process. The swaps do not necessarily happen in the order

the TRACK messages collect the records so they do not represent

the intermediate states as they really happened. The only pair the

TRACK message is guaranteed to know the state of is the !nal

pair. This allows: (i) quantum operations to proceed regardless of

classical control messages being communicated and (ii) individual

nodes to discard decohered qubits (discussed later) without having

to separately communicate this with the rest of the VC.

The ability to do lazy entanglement tracking is an advantage

of the connection-oriented approach as opposed to a hop-by-hop

model where each node makes a swapping decision without any

prior agreement. In that case it would be necessary to keep track of

all intermediate pairs in order to know what pair will result from

the next swap. This would introduce additional latency and syn-

chronisation issues as the protocol would need to constantly update

its entanglement information database. In the worst case this will

block entanglement swaps until the protocol completes synchro-

nising this information which is highly undesirable, especially in

the presence of decoherence.

Cuto" time When memory lifetimes are short (as will be the

case for near-future hardware), it often happens that a qubit may

decohere too much by the time a suitable pair on another link is

available. To counteract this, we adopt the cuto# mechanism from

repeater chain protocols [49, 55, 71, 73]. The protocol discards qubits

that have not been swapped, but have reached a cuto# deadline.

The tighter the deadline the less likely it is that two links will be

able to generate link-pairs at the same time, but when they do

manage to be generated within the cuto# window the qubits will

have su#ered from less decoherence leading to a higher end-to-

end !delity. Therefore, we allow the external routing protocols

to specify the cuto# value as well. These timeouts can then be

distributed by the signalling protocol when setting up the circuit.

When a qubit is discarded, the node must log a temporary discard

record.When an entanglement trackingmessage arrives at the node,

it will check for the discard record if it cannot !nd a swap record.

If the discard record is present, the tracking message will be sent

back to its origin to notify that end-node of the broken chain. The

cuto# timer is not used at the end-nodes as we found this to result

in a window condition where one end-node delivers its end of the

pair to the application whilst the other end-node discards the other

qubit. Therefore, the end-nodes instead discard their qubits upon

receipt of this expiry noti!cation.

Policing and shaping If circuits are used with a resource reser-

vation mechanism they will also be allocated a maximum end-to-

end rate (EER), i.e. bandwidth. The routing protocol computes a

path that can support a given EER and the signalling protocol pro-

vides the head-end node with this EER value so that the QNP can

police (reject) and shape (delay) incoming requests. The head-end

node calculates a request’s minimum EER, compares it to its avail-

able bandwidth and decides if the request can be satis!ed by the

speci!ed deadline T . Our service de!nition from Sec. 3.2 requires

applications to always specify their minimum rate in its request

which we use as its minimum EER (measure directly: N /T , R, or
0 if T not set; create and keep: N /∆t ). Note that these checks are
only made at the end-nodes and we do not implement any further

in-network mechanisms. It is the role of the resource reservation

protocols to ensure that network resources are not over-subscribed

as long as the end-nodes ful!l their part of the contract by policing

and shaping the incoming requests.

Continuous link generation Discarding qubits due to deco-

herence will be the norm rather than the exception in early-stage

networks. Therefore, an e"cient retry mechanism is necessary. For

this reason, the quantum network protocol simply requests the link

layer service to produce a continuous stream of pairs until the end-

nodes signal the completion of the request. To allow the link layer

to multiplex requests from di#erent circuits, the network layer must

provide some information about the desired rate. The link-pair rate

(LPR) must necessarily be higher than the EER as some link-pairs

will be discarded due to decoherence. The routing component will

have calculated the necessary LPRs for each link when determining

which path can support a given EER [15]. The QNP will request

the maximum LPR on each link unless the only active requests are

rate-based (“measure directly” requests that specify R) in which

case it requests a suitable fraction of the circuit’s LPR based on the

fraction of its EER that these requests need.

Early delivery For the “measure directly” use case the appli-

cation may bene!t from acting on its entangled pair as soon as

possible to minimise decoherence. Some applications can start op-

erating on the qubit at their end-node before all entanglement

swaps complete — the e#ect will be propagated with the swaps to

the other end. Thus, they may choose to have the QNP perform a

measurement as soon as its end of the pair is available or have it

delivered before the protocol can con!rm the pair’s creation. In the

case of a measurement, the protocol simply withholds the result un-

til the tracking messages arrive so that only results from successful

pairs are delivered. If the pair was delivered early, the application

must take over the responsibility of handling any error messages

such as noti!cations about discarded pairs. It will also have to wait

for the !nal entanglement tracking information of the entangled

pair to correctly post-process its results.

Aggregation Entangled pairs generated between the same two

end-nodes for the same !delity threshold are, for application pur-

poses, indistinguishable. Therefore, the QNP may aggregate such

requests onto the same VC. Aggregation is an important feature

of the protocol that enables scalability, because (i) it reduces the

amount of state the network needs to manage by reducing the total

number of circuits, and (ii) it improves resource sharing at entan-

glement swapping nodes. To explain the second point, we note that

a repeater node may only swap two entangled pairs if they belong

to the same circuit. Without aggregation, a node would have to

wait for two pairs allocated to the same request before swapping.

With aggregation the nodes do not have to distinguish between

individual requests if they share the same VC.

Aggregation means that the VC does not keep track of any re-

quest information. Therefore, demultiplexing, i.e. assigning a VC’s

pairs to requests, must be done by the end-nodes. There are many

ways to do this. The QNP only requires that the end-nodes agree

on a method which can be negotiated when the VC is set up. The

7
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end-nodes may use a distributed queue, have the head-end node

make all the decisions and communicate them on the TRACK mes-

sages, or use some other algorithm. We do not specify the strategy

as part of the protocol. However, we do provide two mechanisms

to aid in this task. (i) Epochs: an epoch is the set of currently active

requests. A new epoch is created (but does not activate) whenever a

request is received or completed. The head-end advances the active

epoch by setting the value of the next one on each TRACK message.

Once the entangled pair corresponding to that TRACK message is

delivered the epoch indicated by that message becomes active. (ii)

TRACK messages carry information about which request they were

assigned to by the end-node that originated the message. Due to

the cuto# strategy, qubits along the VC may be suddenly discarded

which leads to window conditions where the end-nodes may not

agree on which request the pair was assigned to. This information

allows the end-nodes to perform a cross-check and discard such

qubits if necessary (if a qubit was not delivered early it may even

be possible to reassign it).

Routing table To communicate all the routing decisions to the

quantum data plane protocol, we require a routing table entry at

each node for each VC. This entry must contain: (i) the next down-

stream node, (ii) the next upstream node (TRACKs are also sent up-

stream), (iii) the downstream link-label, (iv) the upstream link-label,

(v) the downstream link minimum !delity, (vi) the downstream

maximum LPR, and (vii) the circuit maximum EER. The !delity

threshold for a link will be higher than the end-to-end !delity to

account for losses due to entanglement swapping and decoherence.

The nodes are also provided with the circuit maximum EER so that

the QNP can scale its LPR if the VC’s maximum EER is not required.

We delegate the responsibility for choosing the !delity and LPR

values to a routing protocol for two reasons: (i) choosing them

requires knowledge of the entire path — the longer the path, the

higher must they be on each link to compensate for various losses

— and (ii) their exact values depend on the hardware parameters of

all the nodes and links on the path of the VC.

It is worth noting that the LPR and link !delity values do not

have to be identical for every link along the path of a particular

VC. In fact, this is likely to be the case in heterogeneous networks

where the di#erent links have di#erent rate-!delity trade-o#s and

the nodes have di#erent decoherence rates. Assuming isotropic

noise (i.e. the worst case scenario) so that the entangled pairs can

be expressed as Werner states [94] it can be shown that the !delity,

F ′, of an entangled pair produced by combining two pairs with

!delities F1 and F2 is given by

F ′ = F1F2 +
(1 − F1) (1 − F2)

3
.

This expression is associative and thus variations in link !delity

do not a#ect our key assumption that entanglement swaps can be

performed in any order. Therefore, in heterogeneous networks it

is conceivable that the !delity is “budgeted” di#erently across the

di#erent links as necessary to improve the end-to-end rates.

Fidelity test rounds It is physically impossible for the protocol

to peek or measure the delivered pairs to evaluate their !delity.

However, we need amechanism to provide some con!dence that the

states delivered to the application are above the !delity threshold.

We apply the same method as proposed in Ref. [22] for individual
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Figure 6: Example sequence of the QNP.

links, but instead test end-to-end pairs. In summary, the method

relies on creating a number of pairs as test rounds which are then

measured (and thus consumed). The statistics of the measurement

outcomes can be used to estimate the !delity of the non-test pairs.

Classical communication and link reliability The protocol

requires that all its control messages are transmitted reliably and in

order. It is designed to not depend strongly on the classical messag-

ing latency so that we may simply rely on a transport protocol to

provide these guarantees (e.g. TCP or QUIC). Every VC establishes

its own transport connection between every pair of nodes along its

path for this purpose. The transport’s liveness mechanism can then

be used to monitor the classical channel liveness and tear down the

VC if the connection goes down. The quantum link layer is also

expected to support a liveness check mechanism (Ref. [22] does in

the form of !delity testing rounds). If a circuit goes down due to

loss of connectivity, the protocol aborts all requests and noti!es

applications of the failure.

4.2 Example Sequence

Fig. 6 illustrates a sequence diagram of a sample $ow. Upon receiv-

ing a request, a FORWARD message is sent along the VC to initiate

link-pair generation. Entanglement swaps execute as soon as an

upstream and downstream pair are available for the same circuit

and a swap record is generated upon its completion. Each end-node

initiates a TRACK message as soon as their link-pairs are available.

The TRACK messages proceed along the circuit collecting swap

records, waiting for the corresponding pair’s swap to complete if

necessary. Once the TRACK messages arrive at the destination end-

nodes, the !nal identi!er and Bell state information are delivered

together with the qubit itself, if not delivered early. Once all pairs

are delivered, a COMPLETE message is sent along the circuit to

terminate/update the link layer requests.

8
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4.3 Entanglement Distillation

Entanglement distillation is a process through which two or more

imperfect pairs are consumed to produce a higher !delity pair with

some !nite probability [30, 48]. However, because entanglement

distillation has higher hardware requirements than entanglement

swapping, it is not the solution to extremely fast decoherence. Nev-

ertheless, it will be necessary to overcome poor quality links and

the fundamental loss of !delity due to entanglement swapping

which ultimately limits the achievable path length.

We decided not to incorporate distillation into the protocol at

this stage of development of quantum networks, because it is still an

open research question as to what the right distillation strategy is:

should distillation happen as soon as link-pairs are generated, after

every swap, after N swaps, at the ends only, etc. Furthermore, there

are many di#erent methods available for performing distillation,

each with its own trade-o#s [72]. However, the QNP was designed

to be used as a building block for more complex quantum network

services and entanglement distillation o#ers a particularly interest-

ing example of such a service. Therefore, we instead illustrate how

distillation could be implemented on top of our protocol.

To implement distillation using the QNP we rely on the obser-

vation that this process consumes two or more entangled pairs

between the same pair of nodes. Therefore, one can implement dis-

tillation in a layered fashion. We run the network protocol between

a pair of intermediate nodes which deliver entangled pairs to a

distillation module. Once distilled, the module passes the higher !-

delity pair to another circuit that only runs between the distillation

end-points and that sees all the nodes in between as one virtual

link. This proposal is similar to some of the early quantum network

architecture proposals [88].

5 EVALUATION

To evaluate the performance of the QNP we have implemented

it on top of a purpose-built discrete event simulator for quantum

networks called NetSquid (Python/C++) [66]. The simulator is re-

sponsible for the accurate representation of the physical hardware

including decoherence, propagation delay, !bre losses, quantum

gate operations and their time dependence. The protocol itself is

implemented in Python and runs on top of the link layer implemen-

tation from Ref. [22].

As our work is focused on quantum data plane processes we

keep the control plane as simple as possible. For routing purposes

we implement a rudimentary algorithm that runs in a central con-

troller and assumes all links and nodes are identical. It calculates

a network path together with link !delities as a function of end-

to-end requirements by simulating the worst case scenario where

every link-pair is swapped just before its cuto# timer pops. The

routing information is installed by a source-routed signalling pro-

tocol. We also implement a simple swapping and link scheduling

algorithm. Links function independently of each other and schedule

requests using a weighted round-robin scheme where the number

of pairs generated for a particular VC is proportional to its LPR and

inversely proportional to the average time per pair. This mecha-

nism ensures that: (i) circuits get an equal share of the link’s time

regardless of !delity (higher !delity VCs need more time to achieve

the same rate), (ii) when under-subscribed the excess capacity is

 ! "!

 #

$ $"

"#

Figure 7: The evaluation topology. MA-MB is a bottleneck

link between the A nodes and the B nodes. All links consist

of a quantum and a classical channel.

distributed proportionally to demand, (iii) when over-subscribed

the available capacity is distributed proportionally to demand. At

each node, each VC will maintain two logical queues of link-pairs

(upstream and downstream) ready for swapping. Note that these

queues are only logical and they must all share a limited number of

physical qubits for storage purposes — we do not pre-allocate qubits

to particular VCs. For queuing entanglement swaps we employ the

!rst in, !rst out strategy with the caveat that qubits may expire due

to the cuto# timer. That is, entanglement swaps always prefer the

oldest unexpired upstream and downstream pairs that correspond

to the same VC. We do not perform any resource management

(all VCs are admitted regardless of available bandwidth) as it is an

open research question beyond the scope of this paper. Instead, we

examine the protocol’s performance under di#erent loads and draw

conclusions as to how resources could be managed.

For the evaluation we consider the topology shown in Fig. 7

which has six nodes in total, four of which we use as end-nodes

(A0, A1, B0, B1), and with one bottleneck link (MA-MB). The dumb-

bell topology is complex enough that it is functionally beyond

the capabilities of repeater chain protocols and requires the abil-

ity to merge and split entangled pair $ows. At the same time it

is simple enough that the control plane does not have to make

any di"cult routing decisions allowing us to focus our evalua-

tion on the quantum data plane processes. Our simulation is based

on a simpli!ed model of nitrogen vacancy centre repeater plat-

form [1, 8, 20, 43, 48, 67, 70, 82, 96]. We simplify the model by

allowing for arbitrary quantum gates and increasing the number

of communication qubits from one per node to two per link (not

shared between links). The exact hardware parameters used are

listed in Appendix B. For the entire evaluation except for Sec. 5.3 we

consider parameters that are slightly better than currently achiev-

able. The parameters were chosen to produce higher !delities, but

retain rates comparable to current hardware. The links between

the nodes are 2 m in length and we do not convert the photons to

telecom wavelength. We set the cuto# timeout to the time it takes

a link-pair to lose approximately 1.5% of its initial !delity. We run

each simulation 100 times and calculate the average values of the

quantities. Error bars are not shown as they are comparable to, or

smaller than, the plot markers, unless stated otherwise.

5.1 Throughput and Latency

To gain some intuition about the protocol, before we study the e#ect

of major decoherence, we evaluate it on devices with long memory

lifetimes of one minute (current record on nitrogen vacancy plat-

form not connected to a network [8]). We !rst investigate how the

protocol shares resources in the network when multiple VCs have

9
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Figure 8: Average latency of requests on the A0-B0 circuit when 1–8 simultaneous requests, each for 100 pairs, are issued

across (a,d) 1 circuit (A0-B0), (b,e) 2 circuits (A0-B0, A1-B1), and (c,f) 4 circuits (A0-B0, A1-B1, A0-B1, A1-B0). We consider a

long (a-c) and short (d-f) cuto" time (see main text). Linear growth in (a,b,d,e) shows that circuits are e#ciently shared across

multiple requests. A shorter cuto" allows the routing algorithm to use a tighter bound on the decoherence and thus to relax

the !delity requirements on each link improving their rates. In (c) the 4 circuits struggle to share the bottleneck link when

the cuto" time is long. Our scheduling algorithm is too simple and often generates pairs which do not have a matching pair

on the same circuit on another link. Reducing the cuto" time (f) alleviates this problem as pairs that cannot be swapped are

discarded faster.

to compete for resources. We investigate the end-to-end latency

of multiple requests issued across multiple circuits that all share

the MA-MB bottleneck link. We simultaneously issue between 1–8

requests for 100 pairs each split across up to four circuits. We con-

sider three scenarios: one circuit only (A0-B0), two circuits (A0-B0,

A1-B1), and four circuits (A0-B0, A1-B1, A0-B1, A1-B0). We vary

two parameters: the end-to-end !delity and the cuto# time. Nor-

mally we set the cuto# time to a value determined by the memory

lifetime, but here we are using a relatively long-lived memory so we

will also consider a “shorter cuto#” set to the time it takes for a link

to have a 0.85 probability of generating a link-pair (see Fig. 5). The

requests are equally distributed across the circuits in a round-robin

manner. For example, in the four circuit scenario with six requests,

the circuit A0-B0 handles the 1st and 5th requests, circuit A1-B1:

the 2nd and 6th, A0-B1: the 3rd, and A1-B0: the 4th. All VCs are set

up with the same max-LPR on the bottleneck link so they all get the

same share of that link’s time regardless of how many requests they

carry. The average end-to-end request latency of requests issued

on the A0-B0 circuit are shown in Fig. 8. It is immediately obvious

that higher end-to-end !delity pairs take longer to generate.

In Fig. 8 (a,b,d,e), we also see that when requests are split across

up to two circuits, the latency scales linearly with the number of

requests across the bottleneck link. However, Fig. 8c shows that the

network struggles to multiplex four circuits (a “quantum conges-

tion collapse”). Our scheduling algorithm is too simple: it assumes

the links are independent, but they are not. A pair on an upstream

link must wait for a pair on the downstream link to be generated

for the same VC. Therefore, with four circuits and only two qubits

per link, it can happen that no VC has matching pairs in their

upstream and downstream queues and with no free qubits in the

quantum memory the links cannot generate more pairs. The re-

quests complete, because eventually the pairs decohere and are

Figure 9: Average latency vs. throughput of A0-B0 circuit as

we increase the rate of 3-pair requests over A0-B0. In the

“empty” case, there is no other tra#c in the network. In the

“congested” case, there is a long running $ow on A1-B1 at

the same time competing for the bottleneck link. Error bars

denote 5th and 95th percentile of the measured latency.

discarded. This problem can be solved by either not admitting this

many circuits or by improving the scheduling and/or queuing at

the nodes. Fig. 8f shows that reducing the cuto# value (e#ectively

modifying the local scheduling strategy) alleviates the problem. A

shorter cuto# improves throughput as any pairs that are using up

memory slots without swapping are discarded sooner. Nevertheless,

more research is required as to what the best scheduling strategy

might be. We also note that the 1- and 2-circuit cases bene!t from

the shorter cuto# time. This is because a shorter cuto# allows the

routing algorithm to use a tighter bound on the time qubits spend

idling and as a result it can relax the !delity requirements on each

link leading to improved rates.

In the previous example, all requests were using their share of

the bottleneck to the fullest. To evaluate how request latency scales

with throughput we issue a series of smaller requests, each for three

pairs, at an increasing frequency at regular intervals. This time,

we only consider two circuits: A0-B0 and A1-B1 and we use the

shorter cuto#.We send the small requests over the A0-B0 circuit and

measure their latency and the VC’s throughput.We run this scenario

10



Designing a !antum Network Protocol CoNEXT ’20, December 1–4, 2020, Barcelona, Spain

Figure 10: Robustness against decoherence. (a,b) show the ef-

fects of shortmemory lifetime on the throughput of the two

competing circuits. Note that the F=0.9 with cuto" through-

put becomes low, but not zero. (c) shows the e"ects of classi-

cal message delay (time from sending from one node to pro-

cessing at next node). The dashed vertical line is the qubit

cuto" value.

in an empty network (A1-B1 is idle) and in a congested network

(A1-B1 is constantly busy with a long running request). We run

the simulations for 50 simulated seconds and measure the latency

of requests issued after the 40 s mark (a saturated equilibrium).

Fig. 9 shows the average request latency vs the VC throughput. The

latency is constant until the link saturates. The A0-B0 VC in the

congested case saturates at more than half the value of the empty

case. Whilst counter-intuitive, this has a simple explanation: the

MA-MB link is shared by two circuits and thus generates pairs for

each circuit slower than the non-congested links. Therefore, the

other links will have a higher probability of having a pair ready for

a swap by the time the MA-MB pair is ready.

5.2 Decoherence

We evaluate the two mechanisms for handling decoherence: the

cuto# timer and not forcing quantum operations to wait for control

messages. Here, we evaluate the protocol by running two circuits:

A0-B0 for a !delity of 0.9 and A1-B1 for a !delity of 0.8. We use

di#erent !delity values for the two VCs as lower !delity requests

su#er less from decoherence as the link-pairs are generated faster

and can tolerate longer idle times. We issue one long running re-

quest for each circuit. The bottleneck link will round-robin between

the two circuits allocating the same amount of time to each. Since

the 0.8 !delity circuit requires less time to generate each link-pair

it will operate at a faster rate. We stop the simulation after 20 s of

simulated time and calculate the throughput.

Cuto" timer Fig. 10 (a,b) shows the throughput of both VCs

against the memory lifetime parameterised by T ∗
2
, the dephasing

time of a qubit [62]. We see that as the memory lifetime decreases

so does the throughput due to an increased rate of qubits being

Figure 11: The number of pairs produced as a function of

time on a near-future network. The protocol is able to de-

liver entanglement despite the limited resources.

discarded. Higher !delity VCs are a#ected more signi!cantly as it

takes longer to generate the link-pairs and thus they have a smaller

window for swapping. In both cases we compare the performance

of the protocol to a simpler protocol which instead of using a

cuto# in the network discards end-to-end pairs that are below

our required !delity threshold. However, knowing which pairs are

below the !delity threshold is highly non-trivial as it is not possible

to simply read it out from a pair. It would require a !delity tracking

mechanism that understands noise models of every device along the

VC. Thus, the “simpler” protocol is implemented using an oracle: we

use the simulation to give us the !delity. The QNP does not use this

backdoor mechanism as it is not available outside of simulations.

We remark that Fig. 10 shows that the cuto# timer is more e"cient

than an end-node only strategy even with the physically impossible

direct access to the !delity.

Message delays As memory lifetimes get shorter, the e#ect of

message delays becomes a concern. The QNP is designed such

that quantum operations like swapping never block waiting for

control messages. To demonstrate the e#ectiveness of this strategy

in Fig. 10c we plot the throughput of the two VCs as we introduce

arti!cial delays to increase the time between the sending of any

QNP message to the moment that message is processed at the next

node. We perform the simulations for a memory lifetime of about

1.6 s (approximately the middle of Fig. 10a) as it corresponds to

achievable lifetimes in current hardware [1]. We see that the delay

has no e#ect until it starts approaching the cuto# timeout. Once

classical control messages are delayed beyond this threshold the

delivered pairs have insu"cient !delity.

5.3 Near-Future Hardware Performance

So far, we considered a network that whilst not infeasible is still

beyond our capabilities. We demonstrate that the protocol remains

functional even with near-future hardware [1, 43] which highlights

the timeliness of our work (hardware model and parameters are

described in Appendix B). Fig. 11 shows the arrival times of 10 pairs

requested over a linear network of three nodes with an inter-node

separation of 25 km in a single simulation run. We request a !delity

of 0.5 which is su"cient to demonstrate quantum entanglement. In

addition to more realistic parameters there are other constraints.

The nodes have only one communication qubit and thus may only

use one link at a time. As a result, a pair must be moved into stor-

age before another pair can be created to swap with. Furthermore,

the act of generating the next entangled pair further degrades the

stored qubits due to the dephasing of nuclear spins [47]. Yet de-

spite the enormous di#erences in the operating environment the
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QNP remains functional: it exposes the right knobs to the con-

trol plane which an operator that understands the limitations can

properly tune. As our routing protocol does not work well in this

environment we manually populate the routing tables. We set the

link-!delities as high as possible to compensate for poor hardware

quality and the nuclear dephasing and we tune the cuto# timer to

ensure we meet the end-to-end !delity threshold.

6 DISCUSSION

In this paper we have proposed a connection-oriented quantum

data plane protocol for delivering end-to-end entanglement across

a quantum network. However, whilst our work marks an important

step on the way to large-scale quantum networks it is only one

component of a complete quantum network architecture. Here, we

brie$y outline possible future directions of work.

QNP services We have designed the QNP using a VC approach

inspired by MPLS as a building block for more complex quantum

network services such as the entanglement distillation example

described in Sec. 4.3. Other potential services include (i) services

inspired by classical MPLS such as multipath support or failure re-

covery and (ii) services that take advantage of new features that are

not present in classical networks such as the ability to pre-generate

and store entangled pairs in preparation for future demand [16].

Control plane design In our paper we focused entirely on the

quantum data plane and considered only a simpli!ed control plane.

Control plane protocols are also an emerging !eld in quantum net-

work research, especially in the area of routing [12, 15, 16, 39, 40, 44,

56, 79, 80, 87]. However, more work is needed for a complete quan-

tum network control plane. In particular, there is scope for further

work on resource reservation, signalling, and more generally tra"c

engineering in quantum networks. Furthermore, there is also the

question of software architecture for control planes: whether it is

distributed or centralised. For example, software-de!ned architec-

tures have been considered for QKD networks [2] andmore recently

have also been proposed for quantum repeater networks [53].

Relation to Internet protocol design It has been shown that

classical network protocol stacks may be holistically analysed and

systematically designed as distributed solutions to some optimisa-

tion problems (i.e. generalised network utility maximisation) [17].

It is conceivable that it is also possible to apply a similar “Layering

as Optimisation Decomposition” approach to the quantum network

protocol stack to improve its design.

Heterogeneous networks In this paper we focused on homo-

geneous networks based on a single hardware platform as that is

the focus for near-future experimental work. However, a future

quantum internet will inevitably consist a wide variety of physi-

cal platforms resulting in very di#erent parameters for decoher-

ence and quantum state !delity for the quantum nodes and links.

Therefore, more work is needed to understand the performance of

quantum network protocols on hybrid quantum networks.

7 RELATEDWORK

Quantum data plane protocols Three other proposals for end-to-

end entanglement generation protocols that operate within our def-

inition of a quantum data plane have been put forward [42, 57, 95].

Ref. [95] proposes a scheme inspired by classical UDP/TCP based

on quantum error correction which is currently beyond hardware

capabilities both in terms of required state quality and number of

qubits. Ref. [42] does not consider decoherence. Ref. [57] combines

what we would de!ne as a quantum data plane protocol and a sig-

nalling protocol into one “RuleSet” based protocol, but the authors

only study two-node networks with a single link.

Repeater chain protocols Since many long-distance links in

the quantum internet will be built by chaining many quantum re-

peaters, protocols for such constructions have received signi!cant

attention [9, 10, 18, 29, 31, 37, 49, 58, 71, 73, 75, 76, 86]. However,

these protocols are limited in scope to individual chains: they can-

not handle non-linear topologies and do not have mechanisms for

merging and splitting $ows. Nevertheless, since a circuit in our net-

work protocol is in some ways like a repeater chain, we use many

ideas from this line of research, such as cuto# times [49, 55, 71, 73].

Network stacks Our paper !ts into the network stack architec-

ture proposed in Ref. [22]. The authors in Ref. [22] have also de-

signed a link layer protocol, but they did not develop a network layer

protocol. A complementary functional allocation for a quantum

network stack for entanglement distillation also exists [5, 84, 88]

though no concrete protocols have been given. An alternative out-

line for a quantum network stack has also been put forward in

Ref. [65], but it does not account for many crucial low-level details

such as hardware imperfections or classical control.

8 CONCLUSIONS

In this paper we have taken another step towards large-scale quan-

tum networks. We have designed a quantum data plane network

protocol for creating long-distance end-to-end entangled pairs, the

key resource for distributed quantum applications. Quantum net-

works are complex systems and will require sophisticated resource

management and scheduling strategies. We designed the Quantum

Network Protocol to be the building block for constructing such

higher-level services much like MPLS and IP datagrams have been

for classical networks. We have ensured the protocol is e"cient

despite the extreme noise intrinsic to quantum systems by lever-

aging virtual circuits, building upon a robust link layer protocol,

and adopting a cuto# timer. We also ensure that our protocol is

scalable and can remain usable in the future once more capable

hardware becomes available by leaving out tasks that require de-

tailed knowledge of the hardware parameters of the nodes and

links in the network to supporting protocols. This allows the core

building block, the Quantum Network Protocol, to remain the same

whilst giving the control plane the $exibility to evolve together

with the network capabilities and requirements.
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APPENDIX

A ARTIFACTS

The source code for the implementation of the Quantum Network Protocol in NetSquid [66] and the raw data used to produce the plots in

this paper has been made available at https://doi.org/10.34894/2P1P91 [51].

The artifact directory contains:

• the source code to run the simulations and reproduce the results,

• the raw data used to plot the !gures in the paper.

The zip !le contains a directory within which are contained:

• README.md — description of the contents as well as instructions to install and set up the simulations,

• EXPERIMENTS.md — instructions to run the experiments described in this paper and reproduce all the data.

Note that compatibility on all platforms is not guaranteed. For this reason a Docker!le is also provided which should make it possible to

execute the artifacts on all platforms that support Docker containers. Instructions for using the container are included in README.md.

B HARDWARE PARAMETERS

The simulations in this paper are based on the nitrogen vacancy centre (NV-centre) platform for quantum repeaters. Experimental results

for this platform are available in Refs. [1, 8, 20, 43, 48, 67, 70, 82, 96]. An in-depth introduction to the quantum physics and operation of

this platform including noise modelling and the de!nitions of the di#erent hardware parameters can be found in Appendix D of Ref. [22].

Parameter values used for simulations in this paper are given in Tables 1 and 2. The near-term values are based on references to the

aforementioned experimental papers and Ref. [22].

Simulation parameters All of the simulations in the paper except for the near-future hardware example were done in an optimistic

con!guration with hardware parameters beyond what is currently possible in the laboratory. These parameters are shown in Tables 1 and 2

where they are also compared to the currently achievable parameters. Additionally, we made a few simpli!cations that go beyond hardware

parameter values.

We did not distinguish between so-called communication (electron) qubits and memory (carbon) qubits. In an NV-centre architecture only

one qubit, the communication qubit, can participate in link-pair generation at any one time. This means that only one link of every node can

be active at any one time. The quantum network protocol, as demonstrated in the near-future hardware simulations, can cope with this

scenario, but for larger networks requires a more sophisticated resource management and scheduling approach which is beyond the scope of

this work. Therefore, for the purposes of our simulations (except for the near-future hardware case) all qubits are treated as communication

(electron) qubits and can participate in link-pair generation.

Furthermore, a major source of noise in NV-centres is the dephasing of nuclear spins (memory qubits) due to the resetting of the

communication qubit during entanglement generation attempts. Since we only consider communication qubits in our simulations we also do

not consider this noise in our simulations. However, from the point of view of our protocol this noise can be treated like normal decoherence

— it is a process that degrades the quality of idle qubits over time. Nevertheless, this requires a more sophisticated approach to correctly

calculate the cuto# timeout values for idle qubits which is also beyond the scope of this paper. However, our near-future hardware example

in the main text, where we hand-picked a timeout value, shows that the cuto# time of the protocol is a suitable mechanism for handling this

noise.

Optical !bres The channels that carry photons and classical messages between the nodes (both classical and quantum channels) are

standard telecom optical !bres. For the near-term hardware simulation we considered !bres of 25 km length between each node which

requires frequency conversion for the photons used in entanglement generation (to achieve 0.5 db/km losses). For the rest of the simulations

we used parameters closer to a lab scenario, 2 m !bres, as they do not need frequency conversion (losses of 5 dB/km) leading to faster

generation rates. We do not simulate losses for classical messages, because (i) they are extremely low, (ii) protocol communication happens

over TCP so lost packets would just be resent, (iii) in the main text we already consider the e#ects of arbitrary processing and communication

delays which can arise from TCP retransmission.
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Simulation Near-term (Fig. 11)

Fidelity Duration Fidelity Duration

Electron single-qubit gate 1.0 5 ns 1.0 5 ns

Two-qubit gate (E-C controlled
√
χ -gate for near-term) 0.998 500 µs 0.992 500 µs

Carbon Rot-Z gate — — 1.0 20 µs

Electron initialisation in |0〉 0.99 2 µs 0.99 2 µs

Carbon initialisation in |0〉 — — 0.95 300 µs

Electron readout |0〉 0.998 3.7 µs 0.95 3.7 µs

Electron readout |1〉 0.998 3.7 µs 0.995 3.7 µs

Table 1: Quantum gate parameters. Explanation of each parameter can be found in Appendix D of Ref. [22].

Simulation Near-term (Fig. 11)

Electron T1 >1 h >1 h

Electron T ∗
2

60 s 1.46 s

Carbon T1 — > 6 m

Carbon T ∗
2

— 60 s

∆ω — 2π × 377 kHz

τd — 82 ns

τw 25 ns 25 ns

τe 6.0 ns 6.48 ns

∆ϕ 2.0° 10.6°

pdouble_excitation 0.00 0.04

pzero_phonon 0.75 0.46

Collection e"ciency 20.0 · 10−3 4.38 · 10−3
Dark count rate 20 s−1 20 s−1

pdetection 0.8 0.8

Visibility (distinguishability) 1.0 0.9

Table 2: Other hardware parameters. Explanation of each parameter can be found in Appendix D of Ref. [22].
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An Architecture for Meeting �ality-of-Service
Requirements in Multi-User �antum Networks

ABSTRACT

Quantum communication can enhance internet technology

by enabling novel applications that are provably impossible

classically. The successful execution of such applications re-

lies on the generation of quantum entanglement between

di�erent users of the network that meets stringent perfor-

mance requirements. Alongside traditional metrics such as

throughput and jitter, one must ensure the generated en-

tanglement is of su�ciently high quality. Meeting such per-

formance requirements demands a careful orchestration of

many devices in the network, giving rise to a fundamentally

new scheduling problem. Furthermore, technological limita-

tions of near-term quantum devices impose signi�cant con-

straints on scheduling methods hoping to meet performance

requirements. In this work, we propose the �rst end-to-end

design of a centralized quantum network with multiple users

that orchestrates the delivery of entanglement which meets

quality-of-service (QoS) requirements of applications. We

achieve this by using a centrally constructed schedule that

manages usage of devices and ensures the coordinated execu-

tion of di�erent quantum operations throughout the network.

We use periodic task scheduling and resource-constrained

project scheduling techniques, including a novel heuristic,

to construct the schedules. Our simulations of four small net-

works using hardware-validated network parameters, and

of a real-world �ber topology using futuristic parameters

illustrate trade-o�s between traditional and quantum perfor-

mance metrics.

1 INTRODUCTION

Recent progress in developing networked quantum devices

(see e.g. [28, 30, 41, 51, 62, 63]) motivates the emerging �eld of

quantum network architecture. Quantum networks promise

to signi�cantly enhance internet technology by enabling

new applications that are impossible to achieve using classi-

cal (non-quantum) communication [39, 60]. Key to enabling

quantum applications is the creation of end-to-end entangle-

ment between two nodes in the network. Entanglement is a

special property of two quantum bits (qubits) held by two

nodes in the quantum network. As such, one might think

of entanglement as a form of virtual or - entangled - link

between the two qubits [53].

Application performance in quantum networks depends

on several dimensions of network service. On one hand, there

are traditional performance metrics such as the throughput

of entanglement delivery as well as jitter (variance in inter-

delivery times) for more complex applications [16]. On the

other hand, there is a genuinely quantum performance met-

ric, namely the quality, or �delity, of the entanglement de-

livered to users [16]. Meeting application requirements and

maximizing network utility motivates the design of quantum

network architectures that support quality-of-service (QoS)

guarantees on the distributed entanglement.

Entanglement, or entangled links, may be established be-

tween quantum network devices that are directly connected

via a physical medium such as optical �ber (see e.g. [30, 41,

63]), or free-space communication (see e.g. [62]). We refer

to two such devices as connected. In multi-hop quantum net-

works, where not all devices are connected, entanglement

distribution can be accomplished with the help of intermedi-

ary nodes using a procedure known as entanglement swap-

ping (see Section 3.1). Such intermediary quantum devices

are often referred to as a quantum repeater. In general, quan-

tum repeater protocols that establish entanglement over long

distances can be formed by combining several types of opera-

tions in addition to entanglement swapping (see Section 3.1).

The �delity requirement on entanglement distribution is

satis�ed by the exact combination of these operations, as

allowed by the underlying quantum hardware. Throughput

requirements are met by executing quantum repeater pro-

tocols frequently enough to distribute entanglement at the

desired rate while jitter requirements are met by regulating

the inter-delivery times of entanglement from the quantum

repeater protocols.

Even if only two users in the network wish to communi-

cate, the successful execution of a quantum repeater protocol

requires the coordinated execution of di�erent operations

at intermediary nodes in the network (see Section 3.1). If

many users wish to generate entanglement simultaneously,

we also require coordination between the actions of two

disjoint repeater protocols at the level of their component

operations. This gives rise to a novel scheduling problem

that is fundamental to the design of quantum networks.

What is more, near-term technological limitations impose

very strict demands on any coordination mechanism hoping

to meet QoS requirements. Speci�cally, near-term quantum

hardware (sometimes also referred to as noisy intermediate-

scale quantum devices, NISQ [49]) o�ers limited memory

lifetimes (at most seconds [1, 9]), whichmeans that entangled

links cannot be stored for a long time. Furthermore, a limited

storage space means that the number of entangled links

1
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that can be stored simultaneously is small (only recently

2 [25]). These limitations impose both real-time and resource

constraints on the creation of entangled links.

Here, we propose a novel time-division multiple access

(TDMA) network architecture for quantum networks that

supports QoS requirements of entanglement generation for

applications. Our centralized architecture achieves this by

encoding quantum repeater protocols into schedules that

are distributed across the network. Fixed-duration time slots

in the schedule encode the di�erent operations of quantum

repeater protocols. The encoded protocols are selected to

succeed with high probability andmeet �delity requirements,

while the schedule is constructed such that the frequency of

entanglement delivery meets throughput and jitter require-

ments (see Section 5.2 for details). To this end, we introduce

the novel problem of constructing schedules of quantum

repeater protocols and provide several methods, including a

new heuristic, for solving the resulting scheduling problem.

We benchmark our new heuristic against existing heuristics

adaptable to this setting on several small near-term quantum

network topologies as well as a futuristic setting based on a

real-world �ber topology in the Netherlands and show that

comparable performance can be obtained while reducing

runtime complexity. We additionally �nd that the choice

of scheduling heuristic can be used to trade o� higher net-

work throughput for lower jitter. We emphasize that the

use of a centralized architecture to coordinate entanglement

distribution has no e�ect on quantum security applications

(e.g. quantum key distribution [7, 21]) as the network in its

entirety is treated as untrusted in their security analysis.

We design our architecture to �t into an existing quantum

network stack, and build upon the previously proposed quan-

tum network protocols [16]. It has the following de�ning

properties: (1) encoded repeater protocols are connection-

oriented and can be tailored per application, (2) the centrally

constructed schedule provides contention-free usage of net-

work devices, (3) dynamic update of the schedule allows the

system to accompany network demands at runtime.

2 RELATEDWORK

Several functional allocations of quantum network stacks

have been proposed in [4, 56–58] that formulate layers based

on speci�c protocols such as entanglement distillation. In

contrast, Dahlberg et al. take a di�erent approach in [16]

and focus on the type of service each layer should provide.

The authors complement their functional allocation with

physical and link layer protocols that take practical consider-

ations, such as hardware imperfections and communication

overhead, into account. Kozlowski et al. [40] build upon this

work and design a network layer protocol suitable for the

network stack model of [16]. In [43], Matsuo et al. present

and simulate a RuleSet-based quantum link bootstrapping

protocol that may be used to install rules to provide �exibility

when establishing connections in quantum networks.

Quantum network architectures that break down entangle-

ment distribution into discrete time steps have been studied

in [17, 47, 55]. In contrast to our paper, these works do not

describe the network infrastructure that realizes their ar-

chitecture nor do they detail any scheduling strategies for

network coordination. Furthermore, they depend on the pro-

duction of high quality entanglement between connected

devices in order to meet high �delity requirements between

distant nodes in the network and as a result are not suitable

for near-term networks that we consider here. In [3], Apari-

cio et al. evaluate the usage of time-division multiplexing

(TDM) in comparison to other multiplexing strategies. Their

TDM scheme di�ers from ours in that it assigns end-to-end

�ows to time slots without detailing the quantum repeater

protocol operations to execute. As a result, their scheme

does not coordinate the operation of connected devices that

are limited to establishing one entangled link with another

connected device at a time. Vardoyan et al. study the perfor-

mance of a quantum network switch within a star topology

in [59] and �nd that correctly con�gured scheduling policies

can outperform TDM for smaller star topologies, but that the

relative improvement reduces as the number of users grows.

Dynamic TDMA protocols have been studied in the con-

text of many network technologies: ad-hoc networks [36],

wireless ATM networks [23], wireless powered communi-

cation networks [38], and satellite communication [48]. An

extensive amount of literature on TDMA schemes ranging

from centralized to distributed models [29, 52] exists. In con-

trast, our TDMA architecture for quantum networks mul-

tiplexes the execution of operations for quantum repeater

protocols, of which there may be many on a single node just

to establish a single end-to-end entangled link, rather than

multiplexing access to classical channels.

Construction of TDMA schedules is a long-studied prob-

lem in several types of networks. Traditionally, TDMA sched-

ules are constructed in order to enable data transmission be-

tween nodes in networks over shared communication medi-

ums. Studiedmethods include formulating schedule construc-

tion as a graph coloring problem [50] and using heuristics

[37] or branch-and-bound search [8] techniques to compute

a solution. These existing formulations are not suitable for

NISQ device quantum networks as end-to-end transmission

in classical networks may be achieved by preventing colli-

sions on common communication channels whereas estab-

lishing end-to-end entanglement with su�cient �delity re-

quires coordinating operations along the entire path through

the network.

A related problem to schedule construction is that of sched-

uling task graphs to parallel processor systems [2] where

parallel programs represented by directed acyclic graphs are
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allocated to a set of homogeneous processors. This also dif-

fers from our scheduling problem as operations in repeater

protocols must be allocated to speci�c network nodes in

order to meet QoS requirements.

3 DESIGN CONSIDERATIONS

Quantum networks pose several new challenges to address

when designing the network’s architecture. Design consid-

erations for producing entangled links between connected

nodes can be found in [16]. We hence focus mainly on the

challenges posed by long-distance entanglement generation

as relevant to the design of our TDMA architecture.

3.1 Devices and Establishing Entanglement

A quantum network consists of end nodes [60] that are con-

nected to the network in order to run speci�c applications. In

addition, a quantum network may include nodes, known as

repeater nodes, that facilitate the generation of entanglement

between two unconnected nodes. End nodes can also act as

repeater nodes, but QoS demands only originate from appli-

cations at end nodes. Here, we focus primarily on quantum

nodes (end nodes or repeaters) known as processing nodes.

A processing node is a few-qubit quantum computer with

an optical interface, of which there have been implemen-

tations in nitrogen vacancy (NV) centers in diamond [26],

ion traps [44] and neutral atoms [28]. We emphasize how-

ever that our work can also be adapted to other platforms,

including systems based on atomic ensembles [14].

To produce long-distance entanglement, near-term quan-

tum repeater protocols [45] may employ a variety of op-

erations (Fig. 1) which need to be scheduled in a coordi-

nated manner (see e.g. Fig 2). Two directly connected nodes

can establish an elementary entangled link between them

(Fig. 1a). Entanglement generation at the physical layer is

probabilistic, and will often require several attempts before

an entangled link is created. Here, we focus on using a ro-

bust link layer protocol [16] based around a physical layer

entanglement generation scheme that has a heralding signal

con�rming the success/failure. This link layer protocol al-

lows for a deliberate trade-o� between the �delity and the

throughput of generating elementary links, depending on the

capabilities of the underlying hardware. Coordinating estab-

lishment of a single entangled link between connected nodes

already requires timing synchronization and agreement [16]

(up to ns precision using e.g. White Rabbit [54]).

In multi-hop quantum networks, entanglement distribu-

tion can be accomplishedwith the help of intermediary nodes

using an operation known as entanglement swapping (see Fig.

1c): two nodes that share no physical connection (A and C)

�rst produce an elementary entangled link with the interme-

diary node (B) via their shared physical medium. The �delity

requirement for such elementary links can be computed

from the end-to-end QoS requirements. When both entan-

gled links are ready, a measurement (the swapping operation)

can be performed on both qubits at node B, which produces

end-to-end entanglement between two unconnected devices

A and C. This measurement consumes the original entan-

gled links. Since entanglement generation is a probabilistic

process, forming long distance entangled links e�ciently

asks for B to have a quantum memory in which the qubit

of one entangled link (say the link A-B) can be stored until

the second link (say B-C) is ready. Entanglement swapping

operations can either be probabilistic, or deterministic de-

pending on the underlying physical implementation. While

our work can also be extended to systems in which swapping

operations are probabilistic, we here focus on the case of

deterministic swaps as allowed by processing nodes built

from eg. NV centers in diamond, ion traps, or neutral atoms.

When producing entanglement between two end nodes that

are separated by one (or more) intermediary node(s), failure

to achieve QoS requirements in any one entangled link in

the chain leads to a failure to achieve overall end-to-end QoS.

It is important that the swapping operation is applied to the

correct entangled links, requiring the careful allocation of

qubits to protocol operations across the network. Otherwise,

we may establish a link between incorrect pairs of users (or

none at all) resulting in application failure.

To meet �delity requirements, quantum repeater protocols

may also employ entanglement distillation operations [18]

which turn multiple low-�delity links into a fewer number

of higher quality links. Entanglement distillation has been

demonstrated using NV centers in diamond [35]. This op-

eration is in general probabilistic, but a heralding signal is

produced to indicate success or failure [35]. For all such

repeater operations, the nodes need to exchange classical in-

formation, and we hence take a classical network supporting

entanglement generation as a given.

Several technological limitations impose stringent demands

on any coordination mechanism used to produce end-to-

end entanglement. First, due to limited lifetimes of quan-

tum memories, the �delity of an entangled link decreases

exponentially with the storage time (at most seconds [1]).

Repeater nodes that lack the ability to store entanglement,

or have very short storage times therefore must establish

the needed links close in time. Any schedule that does not

ensure that the links are produced close in time (i.e. miss-

ing deadlines) for any single hop in the chain connecting

the two end nodes will hence lead to a failure in end-to-end

entanglement generation with the desired QoS requirements.

Second, NISQ devices can only store a limited amount of

quantum information at a time. This limits the number of

entangled links that a node can hold simultaneously (demon-

strated 2 [25]), posing additional resource allocation chal-

lenges. Processing nodes typically have di�erent types of

3



Conference’17, July 2017, Washington, DC, USA X.et al.

(a)

A B A B

Link

(b)

A B A B

Move

(c)

A B C A B C

Swap

(d)

A B A B

Distill

Figure 1: Basic quantum repeater operations to produce long-distance entanglement. a) Generation of an elemen-

tary entangled link between two devices connected by a physicalmedium. b)Memory operation: Certain quantum

devices may move the qubit to a di�erent location in memory in order to generate further entangled links. c) En-

tanglement swapping can be used to produce an entangled link between two unconnected quantum devices. d)

Entanglement distillation can be used to produce one (or more) entangled links with a higher �delity (quality)

from two (or more) links of lower quality.

Figure 2: Temporal visualization of a quantum re-

peater protocol establishing one entangled link be-

tween two nodesA andC via one intermediary node

B (e.g. a quantum repeater). All nodes perform op-

erations according to a schedule that allocates op-

erations to speci�c time slots. The �rst operation

produces an elementary entangled link between A

and B, followed by a move operation to the storage

qubit. Operations are assigned into time slots of suf-

�cient length to produce entanglement w.h.p. Due

to limited parallelism at device B, the elementary

entangled link B − C can only be produced in the

subsequent time period. Once the time slots of pro-

ducing both elementary links w.h.p. and executing

the move have elapsed, an entanglement swapping

operation is executed, consuming the original en-

tanglement to produce one entangled link A −C. Time progresses in discrete slots

Link B-C SWAP

Node A

Node B

Node C

1. A and B

establish

entanglement, B

moves link to

storage.

Communication

qubit

Storage qubit

2. B and C

establish

entanglement.

3. B performs an

entanglement

swap, making an

entangled link

between A and C.

MoveLink A-B

qubits [16]: communication qubits with an optical interface

for entanglement generation with connected nodes, as well

as storage qubits which can solely be used for storing andma-

nipulating qubits in memory. As such, quantum repeater pro-

tocols may necessitate a move operation in memory (Fig 1b).

Third, several network device platforms for processing end

nodes (see e.g.[30]) are limited to either processing qubits

(e.g. swapping or distilling operations), or establishing entan-

glement exclusively at any time but not both. This imposes

additional timing constraints in any schedule.

3.2 Application Requirements

Much like applications in traditional networks, applications

in quantum networks may observe di�erent tra�c patterns

and quality-of-service (QoS) requirements in order to exe-

cute correctly. Applications of theMeasure Directly (MD) use

case [16] produce many end-to-end entangled links, but do

not require them to be stored nor produced at the same time.

This provides �exibility in choosing throughput and jitter

requirements. In contrast, applications of the Create and Keep

(CK) use case [16] may require storing multiple entangled

links at the same time. Since memory lifetimes are short,

applications of CK use cases need strict jitter requirements

in order to ensure that su�ciently many entangled links can

be produced within the same time window. In all use cases,

requirements on entanglement �delity vary depending on

the error tolerance of applications, providing �exibility in

the choice of quantum repeater protocols for delivering en-

tanglement. Designing quantum networks that meet varying

levels of QoS requirements thus increases the number of

supported applications and consequently its utility.

4 TDMA ARCHITECTURE DESIGN

4.1 Centralized Control

Due to the design considerations posed by near-term quan-

tum devices, we opt for a centralized architecture in which a

central controller is responsible for setting a network-wide
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...
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Figure 3: Interaction diagram of software components of end nodes and repeater nodes in the quantum network.

Ellipses denote additional network nodes with the same software while arrows denote communication between

software components. A reservation manager acts as an interface between applications and the central controller

for expressing network demands while the entanglement manager tracks delivered entanglement and provides

it to requesting applications. Network demands are forwarded to a central controller where they are subject to

admission control and used to produce a new network schedule. The reservationmanager installs these schedules

for use by the local quantum network stack.

schedule for end-to-end entanglement generation based on

demands communicated by the end nodes (see below). This

allows us to mitigate limited memory lifetimes imposing

strict deadlines on the schedule of repeater protocol opera-

tions while maximizing network usage for many users. In

addition, a network-wide schedule provides a ready means

of tracking which entangled links are used in swapping op-

erations, ensuring entanglement is created between the cor-

rect nodes. This removes the need for real-time discussion

among network nodes to coordinate quantum operations

and reduces the complexity of implementation.

Before any quantum communication takes places, the

nodes engage in a discussion with the central controller who

acts as a repository of all information required to schedule

repeater protocols. The controller holds information such as

the network topology and link capabilities, i.e., the available

choices of �delity, throughput and latency at which an el-

ementary link can be produced for each pair of connected

nodes [16]. Such topology information may be acquired us-

ing link bootstrapping protocols (see e.g. [16, 43]) for char-

acterizing QoS capabilities between connected nodes. What

is more, the information includes hardware capabilities of

the individual nodes themselves, i.e. their available commu-

nication and storage qubits, the quality and speed of their

operations a�ecting end-to-end QoS capabilities, as well as

their availability for producing entanglement in given time

slots. This information should be updated intermittently to

keep the central controller up-to-date as near-term NISQ

devices may require intermittent calibration and the capa-

bilities of links may drift with time. The central controller

has no quantum capabilities and does not participate in any

quantum repeater protocol, though it requires timing syn-

chronization with network nodes for coordinating changes

to the network schedule. To prevent disruptions in network

service, such a central controller should be realized using a

fault-tolerant distributed computing architecture [31].

4.2 Starting Communication

Before entanglement generation for a speci�c application

on end nodes A and B commences, A and B form a classical

connection to agree on QoS requirements that entanglement

generation should obey. These demands for entanglement

are then communicated to the controller along with a max-

imal time that the end nodes are willing to wait before en-

tanglement production starts. End nodes may also request

the central controller to exclude slots so as to allow time

for processing entanglement between scheduled operations.

The controller then produces a schedule that captures QoS

requirements. If demands exceed network capabilities or

cannot be ful�lled within the desired time, the controller re-

jects the new demands. Once entanglement generation starts,

the central controller will schedule the requested demand
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continuously until the end nodes ask to stop entanglement

production.

Integration into the quantum network stack of [16] can

be achieved as in Fig. 3: User applications at the end nodes

A and B communicate their requirements using a reserva-

tion manager that acts as an interface between the end node

and the central controller (Fig. 3). This reservation manager

provides a service interface akin to the link layer interface

in [16], allowing applications to specify requirements such

as �delity F , the desired number of entangled pairs N (or

throughputR), and constraints on jitter J . If needed, the reser-

vation manager translates N into a rate R. This manager is

responsible for submitting all application speci�c network

demands (A,B, F ,R, J ) to the central controller, and for in-

stalling schedules for local use. The reservation manager

may additionally supplement the demands with a speci�-

cation of time needed to process entanglement, allowing

slots to be excluded from the schedule so that end nodes can

process entanglement before subsequent repeater protocol

operations. If network demands are accepted by the central

controller, an entanglement manager serves the created en-

tangled links to the applications in accordance with their

requests, whenever entanglement according to the central

controller’s schedule becomes ready. The network layer [40]

is responsible for executing both swapping and distillation

operations and must communicate the associated control

information, including e.g. measurement outcomes (see Sec-

tion 3.1), from these operations to other network nodes. The

link layer [16] is used to produce elementary entangled links

with connected nodes, where the distributed queue of [16]

is replaced with the central network schedule. When the

desired number of entangled links has been produced (or an

applications no longer desire entanglement), end nodes im-

mediately cease to participate in the operations scheduled to

serve the speci�c application, and the reservation manager

updates the central controller.

4.3 Schedule Overview

To construct a schedule meeting QoS requirements, several

actions are needed: First, the controller determines one (or

several) options on how end-to-end entanglement genera-

tion can at all be realized such that the network demand

submitted by two end nodes is satis�ed. This includes a path

selection (see Routing) and a selection of repeater protocols

for each path (see Protocol Selection). The choice of protocol

determines which operations (see Fig. 1) need to be executed

at which nodes along the path, as well as the dependencies

of said operations and timing constraints.

Second, given the selection of path and protocols, the cen-

tral controller maps the protocol operations (and associated

information) of all network demands into a joint network-

wide schedule composed of �xed-duration time slots. Op-

erations can span a single, or multiple consecutive slots,

allowing additional time to be allocated to operations that

require more time than others. Since operations occupy an

integer number of slots, the size of slots should be chosen

so that the excess amount of time allocated to operations is

limited so as to limit reduction of �delity from storing en-

tangled links between operations. Our scheduling structure

is bene�cial for several reasons. Flexibility in time alloca-

tion to operations allows us to spend appropriate amounts

of time creating each elementary entangled link, which de-

pends on the capabilities of the individual connected nodes

as well as their distance in �ber (or free-space link). It also

allows us to account for the highly varying capabilities in

the di�erent network nodes, where di�erent platforms have

di�erent timing requirements and quality for the operations

(see e.g. [30, 44]. These may even di�er between two di�er-

ent nodes with the same underlying physical system due

to the nature of early quantum hardware. Scheduling oper-

ations also ensures that qubits are exclusively allocated to

each operation, granting contention-free usage of network

devices to support network operation. To guarantee consis-

tent network operation, all quantum network nodes should

be time-synchronized to boundaries of slots in the schedule.

Such schedule synchronization can be achieved by build-

ing upon the existing synchronization mechanisms used by

network nodes for heralded entanglement generation [16].

Finally, the controller periodically installs the new sched-

ule at all network nodes. New schedules can be installed in a

synchronized fashion using a periodic recon�guration period

and having the controller instruct network nodes to switch

to new schedules at pre-speci�ed times. The period at which

new schedules are installed is a design choice that depends

on the desired responsiveness of the network and the mini-

mum amount of time required to communicate the schedules

to the network nodes. As time progresses, the schedule then

directs network node behavior: it dictates when network

nodes execute the operations in a repeater protocol.

4.4 Constructing Schedules

We now detail the demand processing pipeline of our central

controller as shown in Fig. 3. We remark that in order to

produce a schedule quickly and permit a modular design,

we here separate the pipeline into distinct steps. Of course,

one could envision that a global optimization could yield

slightly better overall network performance, at the expense

of a signi�cantly higher computational e�ort increasing the

latency.

Routing. The demand processing pipeline begins by �rst

collecting demands submitted by network nodes. Depending

6



An Architecture for Meeting�ality-of-Service Requirements in Multi-User �antum Networks Conference’17, July 2017, Washington, DC, USA

on the desired responsiveness of the network, the central

controller may be designed to process new network demands

periodically or once a su�cient number of them have been

aggregated. Collected demands are fed into a routing stage

that determines paths of quantum network nodes to use for

satisfying each network demand. At this stage, the central

controller can assign paths to each network demand based

on several di�erent strategies. For example, paths may be

assigned based on estimates of the achievable �delity and

throughput or in order to balance load across network re-

sources. We remark that the problem of routing has been

previously studied in several works [12, 13, 47, 55] and that

the choice of algorithm lies out of the scope of this paper.

Protocol Selection. After routing, quantum repeater proto-

cols consisting of a combination of operations (see Fig. 1)

are chosen for each demand and associated path. This must

take into account the capabilities of all the nodes along the

paths (available qubits, quality of their memories and oper-

ations, time needed to execute operations), as well as the

capabilities (�delity, throughput, latency) for producing el-

ementary links between connected nodes along the paths.

The selection includes which type of qubits (communication

or storage qubit) to use at which node. To provide an ac-

curate estimate of the end-to-end �delity, operations must

be mapped onto qubits to determine 1) whether a su�cient

number of qubits exist to execute the protocol, 2) determine

any reduction in �delity due to storage of entangled links

between operations, and 3) the quality of the operations

themselves. We de�ne the latency of a quantum repeater

protocol to be the amount of time that elapses between the

start of the �rst operation and the completion of the �nal

operation in the protocol, and we require that the latency

of repeater protocols is small enough to meet throughput

requirements. Mapping operations to qubits allows the con-

troller to determine these quantities and �nd appropriate

repeater protocols. An example of such a mapping for the

protocol in Fig. 2 can be seen in Fig. 4. Similarly to routing,

protocol selection has been studied previously ([5, 24, 34],

Appendix A.1.1).

The speci�cation of an operation in the schedule includes

resource requirements (communication and storage qubits to

be used), as well as QoS requirements (�delity, throughput) of

generating elementary links between connected nodes using

a link layer protocol [16], allowing the nodes to correctly

execute the operations. Timing constraints take into account

the memory quality of the network nodes involved, to ensure

that entangled links are produced su�ciently close in time

to allow for end-to-end entanglement generation ful�lling

network demands within the limited memory lifetimes.

Whenever an operation is probabilistic, su�cient time

slots are allocated such that the operation(s) succeeds with

high probability. Entanglement generation of an elemen-

tary link is achieved robustly using the link layer protocol

in [16], where the distributed queue of [16] is replaced by

the schedule set by the controller. Here, a su�ciently large

time period is given to the link layer protocol, in order to suc-

ceed almost surely in producing an elementary link within

that time frame. For larger end-to-end quantum repeater

protocols, the probability that entanglement is successfully

delivered depends on the creation of all elementary entangled

links close in time. Here, one can use standard concentration

bounds [27] to determine the amount of time allocated to

each elementary entangled link such that the overall proto-

col succeeds with high probability. Meeting throughput and

jitter requirements becomes increasingly di�cult if repeater

protocols fail with non-negligible probability.

Despite scheduling probabilistic operations for su�cient

time to succeed with high probability, entanglement gen-

eration may still fail. Such failures are communicated by

the link and network layer to the end nodes, who then act

in accordance with the application protocol to wait for the

next link to succeed (MD use cases, some CK use cases, see

Section 3.2), or restart (most CK use cases). No other action

is taken and the nodes continue to follow the schedule.

Schedule Construction. The �nal stage of the central con-

troller is to combine protocols for each pair of end nodes in

order to construct the joint network schedule. Here, the cho-

sen repeater protocols are scheduled so that the delivery of

entanglement respects throughput and jitter requirements,

where the controller may make a choice of di�erent pro-

tocols identi�ed to meet end node demands. This stage no

longer considers the end-to-end �delity requirements as the

protocols have been chosen to satisfy minimum end-to-end

�delity. The schedule is constructed to be of a �nite-length

and is executed cyclically, meaning that the schedule repeats

from the beginning once the end has been reached. By using

a cyclic schedule, the central controller need only broadcast

a new schedule to the network when demands are changed,

thereby reducing the amount of communication to keep the

network running. The length of the schedule is chosen by the

controller based on the network demands. Once the schedule

has been produced, the central controller distributes it to the

network nodes and each node’s reservation manager installs

the schedule for local use. In Section 5, we will detail our

approach to constructing these schedules.

When end nodes no longer require entanglement they con-

tact the central controller to remove their network demands.

If applications fail to remove their demands, the schedule

will still retain the corresponding repeater protocol, poten-

tially starving new applications. To avoid this, the central

controller may employ a heartbeat mechanism where end

nodes must regularly inform the central controller to keep

7
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their demand, allowing the controller to remove demands

that it deems as inactive.

5 SCHEDULING REPEATER PROTOCOLS

In this section, we present our approach to the schedule con-

struction step of the central controller.We describe ourmodel

for the repeater protocols selected in the protocol selection

stage and detail two methods for constructing the network

schedule. A more in-depth overview of our methodology can

be found in Appendix section A.1.

5.1 Repeater Protocol Model

We assume that repeater protocols chosen by the protocol

selection stage are provided to the schedule construction

stage along with their timing and qubit requirements. This

includes specifying the relative timing between each oper-

ation as well as the qubits that are used in each operation.

We remark that this assumption is reasonable as estimating

the end-to-end �delity and success probability of a repeater

protocol requires knowledge of timing between protocol

operations. We refer to a quantum repeater protocol that

provides these details as concrete and represent them using a

directed acyclic graph (DAG) P(A, I ,M,Q). The set of vertices

A represents protocol operations, the set of edges I shows

dependency relationships between operations, the map M

speci�es the start and end times of operations and the map

Q speci�es the qubits for each operation. An example may

be visualized in Fig. 4.

L1

L1

L2

L2

S1

S1

0 1 2 3 4 5

A-comm.

B-comm.

C-comm.

B-storage

M1

M1

Figure 4: Schedule for the quantum repeater protocol

in Fig. 2 with operations L (link generation),M (move),

and S (entanglement swapping). Communication and

storage qubits for each node are labeled on the left

while time proceeds to the right. Shaded regions indi-

cate where qubits are holding entangled links.

We remark that an alternative representation may specify

the start times of only elementary link generation opera-

tions while move, entanglement swap, and entanglement

distillation are performed as-soon-as-possible internally.

5.2 Scheduling Methods

The problem of constructing TDMA schedules of quantum

repeater protocols can be stated as follows. Given a set of

network demands D containing (src,dst , Fmin ,Rmin , Jmax )

tuples detailing the source, destination, minimum �delity,

minimum throughput, and maximum jitter requirements

along with their corresponding set of concrete repeater pro-

tocols P containing (A, I ,M,Q) tuples for each demand, pro-

duce a schedule S with a time duration of L in seconds that

maps each (demand, protocol) pair (Di , Pi ) to a set of start

times S(Di , Pi ) such that
(1) no two operations a1,a2 ∈ ∪Pi ∈PAi use the same qubit

at the same time,

(2) operations in Ai are scheduled to respect the rela-

tive o�set mapping Mi of concrete repeater proto-

col Pi (Ai , Ii ,Mi ,Qi ). That is, for any operations a,b

in Ai , the jth start times sa, j , sb, j satisfy sa, j − sb, j =

Mi (a) −Mi (b) for all i and j,

(3) no distinct operations a,b, c ∈ ∪Pi ∈PAi with b → c

are assigned start times sa, j , sb,k , sc,k such that sb,k ≤

sa, j ≤ sc,k and Q(a) ∩Q(b) ∩Q(c) , ∅ for any j,k ,

(4) the entanglement delivered by each protocol Pi is at

least F imin ,

(5) the average rate of entanglement delivery for demand

Di satis�esminimum rate requirements, ie.
|S(Di ,Pi ) |

L
≥

Rimin , and

(6) the variance in inter-delivery times for a demand Di

is below J imax , ie.

Í|S(Di ,Pi )|

j=1 (xi, j−x̄i )
2

|S(Di ,Pi ) |
≤ J imax ,

where the �rst condition ensures that protocol operations

are scheduled in accordance with their concrete repeater

protocols so that the protocol meets minimum �delity re-

quirements, the next two conditions ensure contention-free

usage of qubits, and the �nal three conditions ensure that

the frequency of repeater protocol execution meets QoS re-

quirements. Here, |S(Di , Pi )| indicates the number of times

Pi has been scheduled while xi, j indicates the inter-delivery

time between the jth and (j + 1)th execution of Pi and x̄i is

the average inter-delivery time. Note that our de�nition of

QoS will be satis�ed with high probability. The case where

entanglement delivery always succeeds may be recovered

by delivering a classically-correlated quantum state to appli-

cations such that the average entanglement �delity satis�es

�delity requirements [30].

While our architecture is suitable for handling the timing-

related QoS requirements, we limit the scope of our schedul-

ing methods to handle throughput requirements while ful�ll-

ing jitter requirements on a best-e�ort basis. The scheduling

methods we present here are motivated by the real-time con-

straints imposed by near-term quantum hardware and we

propose the use of a novel heuristic that combines the two

scheduling methods presented below. We benchmark our

heuristic against other known heuristics from these schedul-

ing methods 6.2 and expand upon these methods further in

Section A.1.
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5.2.1 Periodic Task Scheduling. Given the problem de�ni-

tion above, the �rst method we consider for constructing the

schedule is through non-preemptive periodic task schedul-

ing [15, 42]. In this method, each concrete repeater protocol

is transformed into a periodic task with execution require-

ments re�ecting the protocol’s latency and the QoS require-

ments of the corresponding demand. We choose to use non-

preemptive scheduling due to two reasons: 1) permitting

preemption of a protocol mid-execution introduces delays

between operations that increase the latency of the quantum

repeater protocol and also reduce the end-to-end �delity, pre-

venting it from meeting QoS requirements and 2) qubits may

hold entangled links at the time of preemption, meaning they

are either unavailable for use by the preempting protocol or

the entangled links must be discarded, resulting in failure of

the previously executing protocol. We remark that the use of

preemptive strategies can o�er higher scheduling �exibility

and permit additional demands to be satis�ed, though this

comes at the cost of ensuring that the entanglement created

before the period of preemption is still present in order to

resume the protocol afterwards. Furthermore, preemption

of repeater protocols introduces delays between operations

which may not be permitted due to memory lifetimes. By

determining a schedule for the set of periodic tasks, a corre-

sponding network schedule can be extracted that speci�es

when each concrete repeater protocol Pi (Ai , Ii ,Mi ,Qi ) starts.

The start and end times for each repeater protocol’s oper-

ations are then obtained by using the associated map Mi .

We provide a more in-depth description of this method as

well as our explored heuristics in Section A.1.2 and our data

repository [22].

In general, determining a valid schedule for a set of non-

preemptable periodic tasks is NP-hard [32], thus the choice

of algorithm impacts the overhead in producing a new sched-

ule and the network’s responsiveness to changes in network

demands. To achieve lower overhead, scheduling heuristics

can be used to construct schedules more quickly than an

exhaustive search at the cost of not scheduling some of the

tasks. With respect to the class of work-conserving schedul-

ing techniques, non-preemptive earliest-deadline �rst (NP-

EDF) [33] is known to be optimal, meaning that NP-EDF can

schedule a set of tasks if there exists a non-preemptive work-

conserving heuristic capable of scheduling the same set of

tasks. Our implementation of NP-EDF has a runtime com-

plexity of O(N logN ) where N is the number of scheduling

decisions made.

While the periodic task scheduling method is simple, it

comes at the cost of lower network throughput. By hiding

�ne-grained scheduling decisions on individual qubits, a

lower runtime complexity can be achieved for producing a

schedule. However, under high network load this results in

treating the network as a single resource which prevents any

concurrent execution of quantum repeater protocols that

operate on disjoint paths in the network. We next describe a

second method that can be used to achieve higher network

performance at the cost of additional complexity in schedule

construction.

5.2.2 Resource-Constrained Project Scheduling. Creating the

schedule can be achieved using a second method based on

the non-preemptive resource-constrained project scheduling

problem (RCPSP) [11]. The goal of RCPSP is to schedule activ-

ities of a project under scarce resource constraints and prece-

dence relations. In this method, quantum repeater protocols

are encoded into an activity-on-node network representing a

project for RCPSP [11]. Scheduling the activity-on-node net-

work provides a scheduling of all quantum repeater protocol

operations for the network schedule.

Similarly to periodic task scheduling, constructing a sched-

ule for the RCPSP problem is NP-hard [6] and heuristic meth-

ods can be used to �nd schedules more quickly [46]. Due to

the added complexity from scheduling individual resources,

RCPSP heuristic solvers observe a higher complexity than

periodic task scheduling heuristic algorithms. The trade-o�

with this higher complexity is that using RCPSP to repre-

sent the scheduling problem allows �ner-grained scheduling

decisions at the resource level, permitting higher levels of

parallelism between repeater protocol operations.

We evaluate two heuristics for the RCPSP scheduling

method. The �rst heuristic is based on the EDF heuristics

from Section 5.2.1 while the second heuristic combines the

periodic task scheduling and RCPSP methods together into a

heuristic we call full-protocol reservation (FPR). This novel

heuristic approximates the activity-on-node network to a

�xed-size that is independent of the number of operations in

the protocol. Doing so provides signi�cant reductions in run-

time complexity compared to the EDF RCPSP heuristic while

still achieving higher network performance than periodic

task scheduling. Our RCPSP-NP-EDF and RCPSP-NP-FPR

heuristics have runtime complexities O(N 2S2 |K | log(NS))

and O(N 2 |K | log(N ) respectively where N is the same as in

the periodic task scheduling method, |K | is the total number

of qubits, and S is the maximum number of operations in

any concrete repeater protocol to schedule. A more in-depth

description of our RCPSP method as well as our explored

scheduling heuristics is provided in Section A.1.3.

6 EVALUATION

At present, the largest network of processing nodes consists

of three nodes [25], prohibiting an interesting hardware vali-

dation.We instead focus on an evaluation in simulation using

some hardware validated parameters. The objective of our

architecture is to enable such early stage networks to scale,

which is why we focus on 4 di�erent few node networks

9
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to evaluate the performance of our methodology. We addi-

tionally study a futuristic scenario using a real-world �ber

topology based on the core network of SURFnet, a network

provider for Dutch educational and research institutions. We

implement the demand processing pipeline of our TDMA

architecture using Python to evaluate the performance of

several heuristics at the schedule construction step. As the

performance of routing and protocol selection algorithms

lie outside of the scope of this paper, we implement these

stages using a shortest-path routing algorithm (edge weights

corresponding to link length) and our own extension to a

previously studied protocol selection algorithm known as

entanglement swapping search scheme (ESSS, Appendix A.1)

[5]. We do not expect that the choice of these algorithms

signi�cantly a�ects our evaluation, though we remark that

more re�ned methods for choosing a repeater protocol could

be used (see e.g. [24, 34]).

6.1 Hardware and Protocol Selection

Our small network simulations use hardware-validated pa-

rameters of processing nodes based on NV centers in dia-

mond [16, 26], since this platform is presently the only one

in which at least three nodes are connected [25]. In our sim-

ulations, each quantum network node has a single communi-

cation qubit, and three storage qubits for storing entangled

links. Link capabilities between network nodes are found

by simulating entanglement establishment using software

provided by the authors of [16] in Table 1. For our SURFnet

simulation, we assume entanglement may be generated with

�delity F = 0.999 at a rate of 1.4 kHz between directly con-

nected nodes. Timing of the operations in our simulations

are: swapping operation 1 ms, distillation 526 µs, and move

961 µs [25, 35]. For simplicity in protocol selection, we here

assume operations and memory are perfect (i.e. do not fur-

ther reduce the quality of the entanglement generated), and

that the entangled links correspond to a worst-case quantum

state (see Appendix A.1.1). Since this does not impact the

evaluation of the scheduling algorithms: protocol selection

makes sure that end-to-end �delity requirements are met.

For lower �delity, repeater protocols can meet QoS require-

ments using elementary link generation and entanglement

swapping whereas higher �delity requirements will include

distillation.

Link Length 5 km

Link Capabilities[16]

(Fidelity, Rate in Hz)

(0.88, 14.16), (0.83, 20.84),

(0.79, 27.83), (0.75, 33.98),

(0.7, 39.18), (0.66, 45.6),

(0.62, 51.26), (0.57, 57.73)

# Comm. Qubits 1

# Storage Qubits 3

Table 1: Physical device parameters for small network

simulations.

We also make the simplifying assumption that the nodes

may perform any operation on di�erent qubits in parallel.

This does not hold for the NV platform, but again simpli�es

the protocol selection phase without impacting the study

of scheduling procedures. Finally,we let distillation succeed

with unit probability: this merely impacts the number of

repetitions until end-to-end entanglement is achieved and

while a�ecting the absolute achievable throughput, it does

not impact the comparison of the throughput achieved by

di�erent scheduling methods as we aim to study here.

(a)

(b)

Figure 5: a) Network topology in scheduler evaluation.

As reference, a single repeater protocol delivering en-

tanglement of F = 0.55 (F = 0, 85) to two end nodes

(grey) via the repeaters (white) operates with latency

of 170 (292) ms and throughput of 5.88 (0.342) ebit
s

. b)

SURFnet repeater topology in scheduler evaluation.

Each repeater pictured (circle) is connected to an end-

node that lies 5 km away (end node not pictured).

6.2 Scheduler Evaluation

We numerically evaluate the scaling of achieved network

throughput with network load, as well as the trade-o� be-

tween throughput and jitter of our implemented scheduling

heuristics. Prior studies have shown that throughput de-

creases as the desired �delity of an entangled link between

connected devices increases [16]. Here we are interested in

the relationship between the �delity requirements of net-

work demands and the achievable network throughput as

well as the observed jitter in entanglement delivery. To gain

additional insight on the e�ects of network structure on

10
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(a)(a) (b)(b)

Figure 6: Average network throughput vs. network load for several�delity requirements F on a) the small network

in Fig. 5a and b) the SURFnet topology in �gure 5b. Data points averaged over 1000 simulations, error bars one

standard deviation. RCPSP heuristics beat the throughput of the trivial schedule obtained by scheduling one

single repeater protocol after the other.

scheduler performance, we simulate the schedule construc-

tion on three additional small networks (additional data anal-

ysis may be found online at [omitted for blinding] [22]).

Time Slot Size 10 ms

Fidelity (small nets.) 0.55, 0.6, 0.65, 0.7, 0.75, 0.8, 0.85, 0.9

Fidelity (SURFnet) 0.98, 0.985, 0.99, 0.995, 0.997

Throughput ( ebit
s

)
12.5, 6.25, 3.125, 1.5625, 0.78125,

0.390625, 0.1953125

Table 2: Slot duration and permitted QoS levels of net-

work demands for scheduling simulations.

6.2.1 Simulation Parameters. Table 2 shows the set of QoS

parameters used for our simulations while Fig. 5a shows

one of the networks used for our simulations. We choose

this topology due to its symmetric structure: for each path

between two end nodes there exists a disjoint path and sub-

sequently a disjoint repeater protocol connecting the remain-

ing nodes.

We generate a batch of network demands by randomly

sampling pairs of end nodes to be source and destination.

Each batch of network demands has a �xed �delity and is

randomly assigned a rate from those in Table 2. We restrict

rates to a �xed set to reduce the length of the schedule. We

use a slot size of 10 ms, for which timing synchronization

to slot boundaries across network nodes may be reasonably

achieved, resulting in a schedule with a maximum length of

512 slots (equivalent to 5.12 s). After generating a batch of

demands, we compute the path for each demand and gen-

erate concrete repeater protocols using our modi�ed ESSS

algorithm. The set of demands and their concrete repeater

protocols are then fed to our scheduling heuristics.

6.2.2 Scaling with Network Load. We evaluate how the net-

work throughput of the scheduling heuristics scales with the

cumulative throughput requirements of all network demands

(henceforth referred to as network load). Evaluating sched-

ulers on this basis is important as achieving higher network

throughput shows how well each scheduler extracts paral-

lelism from the network. In these simulations, we generate

batches of demands for several network loads and apply our

scheduling heuristics. Increasing the number of demands in

the system provides schedulers an opportunity to squeeze

additional throughput from the network if some portions of

the network are not fully utilized.

Fig. 6 shows the average network throughput achieved

by each scheduler for several choices of end-to-end �delity.

Both RCPSP scheduling heuristics achieve higher network

throughput than our periodic task scheduling heuristic un-

der high load and show comparable performance for low

(a)(a) (b)(b)

Figure 7: CDF of network throughput for a load of 100 ebit
s

on a) the small network of Fig. 5a and b) the SURFnet

topology.
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(a) (b)

Figure 8: Histograms of throughput and jitter for a) the small network with �delity requirement F = 0.55 and b)

SURFnet with a �delity requirement of F = 0.995 under a network load of 100 ebit
s

.

network loads. This con�rms our expectations of achiev-

ing higher network performance when using the RCPSP

scheduling method. We observe that the achievable network

throughput decreases as �delity requirements are increased

which agrees with the results in [16]. These results addi-

tionally suggest that the central controller may choose to

use RCPSP heuristics for higher network load while using

periodic task scheduling heuristics for low network load

in order to reduce scheduling overhead while maintaining

network performance. The large variance observed in the

average throughput in our SURFnet simulations is the result

of network demands that highly congest a common repeater,

resulting in lower network throughput.

From our simulations we also learn how well our novel

RCPSP-NP-FPR heuristic compares to the PTS-NP-EDF and

RCPSP-NP-EDF heuristics. Fig. 7 shows the CDF of achieved

network throughput when the network load is �xed to be

100 ebit
s
. Here, we see that the throughput distribution of

RCPSP-NP-FPR is higher than that for PTS-NP-EDF and

comparable to that of the RCPSP-NP-EDF heuristic. This

shows that our heuristic can maintain high performance

while reducing computational complexity as compared to

RCPSP-NP-EDF. These results are further supported by our

simulations on other small networks [22].

6.2.3 Throughput/Ji�er Trade-O�. In addition to network

throughput, we extract the jitter in entanglement delivery.

High amounts of jitter result in irregular entanglement deliv-

ery and may a�ect applications that fall into the Create and

Keep use case [16] negatively.While the evaluated scheduling

heuristics are not targeted at minimizing jitter, it is instruc-

tive to characterize the trade-o� to the achieved throughput.

We remark that any demand Di = (A,B, Fmin ,Rmin , Jmax )

with Jmax ≤ 1
(Rmin )2

is guaranteed to be satis�ed using either

the periodic task scheduling or RCPSP methods we propose.

Fig. 8 shows the distribution of throughput/jitter pairs

for our scheduling heuristics when network load is 100 ebit
s

.

From our results we learn that our periodic task schedul-

ing heuristic observe smaller amounts of jitter compared

to the RCPSP heuristics in our small network simulations,

suggesting that achieving high network throughput comes

at a cost of increased variance in inter-delivery times of en-

tanglement. However, we see that for the SURFnet topology,

where the path length between pairs of end-nodes varies,

that the periodic task scheduling and RCPSP methods show

comparable levels of jitter. This is further supported by our

additional simulations of small networks.

6.3 Summary

Our simulation results show that our architecture can be used

to accommodate di�erent levels of network performance

by controlling the choice of scheduling strategy. We show

that �exibility in the choice of scheduling heuristic allows

network operators to control trade-o�s between schedul-

ing overhead, achievable network throughput, and observed

jitter in entanglement delivery. When end-to-end �delity

requirements can be met with low-latency repeater proto-

cols, RCPSP-based heuristics are more suitable for achieving

higher network throughputwhereas periodic task-scheduling

heuristics are more suitable for achieving lower jitter. In

this realm, we also show that our novel RCPSP-FPR heuris-

tic can be used to reach comparable levels of performance

to RCPSP-NP-EDF while reducing scheduling complexity.

However, when repeater protocols have high latency, due

to spending more time producing entangled links, the dis-

tinction between these scheduling methods with respect to

network throughput and jitter becomes less pronounced.

Our results on other network topologies [22] further sup-

port these observations and additionally provide insight into

the e�ects of network topology on network throughput. We

�nd that network structures with non-uniform path lengths

between end nodes result in larger amounts of variance in

the achievable network throughput and that periodic task

scheduling heuristics achieve network throughput compara-

ble to RCPSP heuristics on a star topology.

In this work we have presented the �rst end-to-end design

of a centralized quantum network architecture that supports

varying levels of QoS requirements among multiple pairs

of users. Our architecture may be used to scale near-term

networks and may additionally be used to manage smaller

networks to form a larger, cluster-based network of quantum

devices. Our results may additionally be used as a baseline to

evaluate the performance of alternative architecture designs

that may target a more distributed approach to network

coordination.

This work does not raise any ethical issues.
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A APPENDIX

In this Appendix we brie�y describe our methodology. Ad-

ditional information, code, and data analysis may be found

online at [omitted for blinding] [22].

A.1 Methodology

A.1.1 Concrete Repeater Protocol Generation. In our simula-

tions we have assumed that the state of entangled links are

of the Werner form [61] which corresponds to a "worst-case"

quantum state that is a probabilistic mixture of the perfectly

entangled state |Φ+〉 and a separable (not entangled) state I.

We extend the ESSS algorithm [5] to consider entangle-

ment swapping distillation at the pivot node level. When a

quantum repeater protocol is constructed by performing an

entanglement swap of two protocols on either side of a pivot

P , we consider quantum repeater protocols that produce sev-

eral such links and then perform entanglement distillation

to reach �delity requirements on the protocol. Our search

assumes two-to-one entanglement distillation is performed

and considers two styles of entanglement distillation known

as entanglement pumping and nested entanglement pumping

[10, 19, 20].

Our modi�ed ESSS algorithm represents speci�cations in

the form of a directed acyclic graph (DAG) P(A, I ). The set

of vertices, A, represents the set of operations in the quan-

tum repeater protocol whereas the set of edges, I , represents

the dependency relation between operations in the protocol.

Each operation a = (aID ,aV ,aF ,aR ) ∈ A speci�es an opera-

tion type, aID , the set of nodes performing the operation, aV ,

the �delity of the link upon performing the operation, aF ,

and the amount of time to allocate to the operation aR . For

elementary entangled link generation, aR is chosen as the

expected amount of time to generate the link with �delity

aF .

Since operations in a quantum repeater protocol P(A, I )

have a consumer/producer relationship and the dependency

relationship on operations takes the form of a tree structure,

we determine the resource mapping Q and relative o�set

mappingM for the concrete repeater protocol P(A, I ,M,Q)

by performing a post-order traversal of the protocol. When a

source (link establishment operation) node a is reached, the

operation is mapped to communication qubits and storage

qubits held by the network nodes described by aV . In our

model (Section 5), we assume that any communication qubit

may move a link into any storage qubit held by the same

node. We thus always assign a vacant communication qubit

and a vacant storage qubit to the operation so that a newly

established link may immediately be stored and free the com-

munication qubit for subsequent link establishment. When

no storage qubits are available, the entangled link remains in

the communication qubit until it is freed by an entanglement

swap or entanglement distillation that consumes the held

link. Q(a) for a link establishment operation a is then the

set of communication qubits and storage qubits chosen for

an operation a. The assigned qubits are propagated through

the protocol DAG to entanglement swaps and entanglement

distillation operations that consume the qubits. This ensures

that the entangled links in the qubits are correctly paired

with one another for entanglement swapping and entangle-

ment distillation.

To determineM , we produce a "mini" schedule for P(A, I ).

We track the vacancy/occupation of communication qubits

and storage qubits in time as they are used by quantum re-

peater protocol operations. Each operation a ∈ A for a quan-

tum repeater protocol P(A, I ) is associated with an amount

of time aR to spend performing the operation. For link es-

tablishment, this time corresponds to the expected latency

of entanglement establishment between the two connected

network nodes u,v ∈ aV for the given �delity aF . Our quan-

tum repeater protocols aim to produce a single entangled

link per operation, thus operations for link establishment

are allocated enough slots to permit executing for aR . For

entanglement swapping and entanglement distillation op-

erations, aR corresponds to the latency of performing the

operation. Operations for entanglement swapping and en-

tanglement distillation need only be allocated enough slots

in the schedule to execute the operation once.

To reduce protocol latency and preserve link �delity, oper-

ations are scheduled in two passes. The �rst pass determines

an as-soon-as-possible (ASAP) scheduling of the protocol

operations. This determines the latency of the protocol and

�nds an initial scheduling. The schedule is then processed

again to push link establishment as-late-as-possible (ALAP)

while keeping all entanglement swap and entanglement dis-

tillation operations in place. Doing so reduces that amount

of time a link may need to be stored before being consumed

by one of these operations.

A.1.2 Periodic Task Scheduling. Here, we brie�y describe

our scheduling approach based on non-preemptive periodic

task scheduling as relevant to our RCPSP method. For more

information about the periodic task scheduling problem, see

[15, 42]. Our notation for periodic task scheduling is as fol-

lows:

• τi = (Φi ,Ci ,Ti ): The ith task, de�ned by three param-

eters: The release o�set Φi (set to 0), the worst-case

execution time Ci , and the period Ti .

• τi, j : The jth instance of task τi .

• Ci : The worst-case execution time of ith task. Each

instance τi, j of τi has this worst-case execution time.

• Ti : The period of task τi , speci�es the amount of time

between subsequent releases of instances of τi .

• Γ: A set of tasks.
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• H : the hyperperiod of the schedule, computed by the

least common multiple (LCM) of the task periods

LCM(T1, ...,Tn).

In this method, each protocol is converted into a peri-

odic task capturing QoS requirements of the corresponding

demand. Producing a schedule S for the periodic task set

provides a set of start times for each concrete repeater proto-

col Pi (Ai , Ii ,Mi ,Qi ). The network schedule may be produced

by allocating slots to activities based on the starting slot of

a repeater protocol in the periodic task schedule and the

relative time mappingMi .

A.1.3 Resource-Constrained Project Scheduling. Here we

provide a description of our resource-constrained project

scheduling (RCPSP) method for the problem of constructing

schedules of quantum repeater protocols. For additional back-

ground on the RCPSP, see [11]. We �rst present a de�nition

of the notation we use here for the RCPSP:

• ji : An activity in the project.

• js , je : Dummy start and end activities in an activity-

on-node network. Has zero processing time and no

resource requirements.

• pi : Processing time of activity ji .

• K : The set of all resources.

• hik : Required number of resource k by activity ji to

execute. ji may not begin unless hik units of resource

k are available.

The RCPSP method �rst constructs an instance of the

activity-on-node network for each concrete repeater protocol

Pi (Ai , Ii ,Mi ,Qi ) in P. At this level, minimal/maximal time

lags between activities are chosen to respect the relative

time mappingMi while the project activities themselves are

non-preemptable to respect the estimated end-to-end �delity

of the repeater protocol. The set of resources K is the set of

communication and storage qubits present at the nodes in

the network. First, we show how we construct the activity-

on-node network for a single concrete repeater protocol

and then show how the full activity-on-node network is

constructed for the scheduling problem.

Producing an instance of the activity-on-node network

for a concrete repeater protocol P(A, I ,M,Q) begins by con-

structing dummy start and end activities js and je with pro-

cessing times ps = pe = 0 and no resource requirements. A

project activity ji is constructed for each repeater protocol

activity a ∈ Awith processing time pi = ⌈
aR
tslot

⌉ and resource

requirements hik = 1 for all k ∈ Q(a). Qubits that store

entangled links remain occupied until the link is used in an

entanglement swap or entanglement distillation, thus we

add activities to the activity-on-node network re�ecting the

occupation of network resources between activities. Timing

constraints are added between nodes in the activity on node

network based on the relative time mapM .

The activity-on-node network for the full scheduling prob-

lem must be constructed to re�ect the rate requirements of

the network demand. To determine the number of each de-

mand’s activity-on-node network, we reuse the notion of the

hyperperiodH from the periodic task schedulingmethod.We

�rst compute the period for each protocol as T = 1
tslotRmin,i

and compute the hyperperiod H as before. The number of

instances N of protocol P(A, I ,M,Q) needed to obtain an av-

erage rate of Rmin is then H
Ti
. Constructing the full activity-

on-node network is done by instantiating N instances of

each protocol’s activity-on-node network and connecting

each instance’s dummy start and dummy end to a common

dummy start and end activity for the full project. Minimal

and maximal time lags are added between the dummy start

and end nodes that re�ect release and deadline of the activity-

on-node network everyT time units.While we have not done

so in this work, the minimal and maximal time lags may be

set in order to control the jitter experienced by users.

The number of activities in the constructed activity-on-

node network scales as O(NS) where N is the total number

of repeater protocol instances encoded in the �nal network

and S is the maximum number of actions in an instance of

a repeater protocol. This results from each activity in the

activity-on-node network corresponding to an operation for

an instance of a repeater protocol in the network. Since we

construct multiple instances of each repeater protocol based

on the rate it is demanded to execute, a repeater protocol’s

operations may appear multiple times in the �nal network.

To reduce the run-time complexity of producing the sched-

ule, we consider a modi�cation to our method for construct-

ing an activity-on-node network for an instance of a con-

crete repeater protocol. This heuristic, RCPSP-NP-FPR (Full

Protocol Reservation), produces an activity-on-node net-

work that attempts to reserve all resources used by a con-

crete repeater protocol for the full duration of a protocol. To

achieve this, one can construct an activity-on-node network

for an instance of a concrete repeater protocol using three

activities. First, an activity is made with execution time p

equal to the repeater protocol latency (in slots) and resource

requirements hl = 1 for each qubit kl used by the protocol.

That is, hl = 1 if l ∈ ∪a∈AQ(a). We then attach a dummy

start and dummy end activity to this activity with minimal

and maximal time lags of 0. Constructing the full activity-on-

node network for the scheduling problem then uses these

three-node activity-on-node networks for each repeater pro-

tocol instance in the �nal network. As a result, the size of

the full activity-on-node network scales as O(N ) given each

individual activity-on-node network has constant size which

reduces the overall run-time complexity to O(N 2 |K | log(N ).
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